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untangling the complexity of non-tariff measures

This year, The World Trade Report ven-
tures beyond the well illuminated area of 
tariffs, to shine a light on non-tariff meas-
ures (NTMs) – a generic term which covers 
policy measures, other than ordinary Cus-
toms tariffs, that can affect international 
trade in goods by changing quantities 
traded or prices, or both.

There are several reasons why the World 
Trade Organization (WTO) decided to 
examine NTMs and to highlight their 
impact on trade. Among them is the 
fact that NTMs will not follow a path 
of diminishing relevance like tariffs, 
which have been progressively reduced 
and in most cases bound over the last 25 
years. Nowadays, NTMs are less about 
shielding producers from import com-
petition and more about the attainment 
of a broad range of public policy objec-
tives. With concerns over health, safety, 
environmental quality and other social 
imperatives gaining prominence in prac-
tically every economy, with inevitable 
consequences for trade f lows and invest-
ment, regulatory interventions such as 
NTMs are here to stay.

This trend is problematic as these meas-
ures have raised a number of concerns 
since the establishment of the General 
Agreement on Tariffs and Trade (GATT). 
Firstly, while some measures may serve 
legitimate objectives, such as the pro-
tection of health and safety, they could 
hide protectionist intentions. Secondly, 
NTMs impose diverse costs (and ben-
efits) on different actors and could there-
fore have potential, even unintentional, 
discriminatory effects. Thirdly, NTMs 
pose particular problems for developing 
countries’ market access as many do not 
have the resources to address, or even 
analyse and understand, the nature and 
implications of NTMs that their exports 
face – the fact that NTMs are increasingly 
the subject of negotiation in preferential 
trade agreements makes this issue even 
more compelling. Lastly, traditional mar-
ket access, preferential schemes and even 
regional trade agreements may have little 

Over time, more specific agreements 
were negotiated, such as those apply-
ing to technical barriers to trade (TBT 
Agreement), which include technical 
regulations, standards and conformity 
assessment procedures, or sanitary and 
phytosanitary measures (SPS Agreement), 
i.e. food safety and animal and plant 
health measures. It is worth recalling that 
the WTO is not a standard-setting body. 
The principal means through which the 
WTO promotes regulatory convergence is 
by encouraging its Members to use inter-
national standards. WTO Members may 
therefore adopt SPS measures or techni-
cal regulations that depart from interna-
tional standards although SPS measures 
must be based on scientific evidence and 
TBT measures should not be more trade 
restrictive than necessary to achieve a le-
gitimate objective.

The Report takes a fresh look at an old 
issue and a key element of the work of the 
GATT. It seeks to deepen understanding 
of the role, incidence and effects of non-
tariff measures in the multilateral trad-
ing system, and studies more specifically 
TBT/SPS measures because they prevail 
in NTMs.

In addition, Report analysts are very cau-
tious when it comes to drawing general 
conclusions on the effects of NTMs on 

value if exporters do not know, or are not 
prepared to comply with, existing regula-
tions – NTMs directly add to trade costs, 
especially for small and medium-sized 
enterprises.

The GATT does not constra in the 
regulatory autonomy of WTO Mem-
bers except where a measure treats an 
imported product less favourably than 
a “like” domestic product (Article III: 
National Treatment), discriminates 
between two like imported products 
(Article I: Most-Favoured Nation), or 
constitutes a border prohibition or re-
striction that has a limiting effect on the 
quantity or amount of a product being 
imported or exported (Article XI). This 
framework is supplemented by the pos-
sibility that challenges may be brought 
against GATT-consistent measures that 
nullify or impair benefits accruing to a 
trading partner (Non-Violation Provi-
sion). Moreover, even where an NTM is 
inconsistent with the non-discrimina-
tion obligations (Articles I and III), or 
the prohibition on quantitative restric-
tions (Article XI), it may be justif ied 
under one of the general exceptions of 
the GATT (Article XX). Two exceptions 
of particular relevance are related to the 
protection of human, animal or plant life 
or health, and the conservation of ex-
haustible natural resources.
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trade. They explain that existing em-
pirical evidence suggests that non-tariff 
measures can significantly restrict trade. 
In particular, NTMs can be as trade-
restrictive as tariffs, and even more so 
in the case of certain high and middle 
income countries. But they add that this 
is not the case for all measures. TBT/
SPS measures do not unambiguously 
increase or decrease trade. In general, 
TBT/SPS measures have positive effects 
for more technologically advanced sec-
tors, but negative effects on trade in 
fresh and processed goods.

Most NTMs are already subject to WTO 
disciplines, but this does not mean that 
all is well. The Organization still consid-
ers effective international cooperation 
on NTMs as a key challenge facing the 
multilateral trading system in the years 
ahead. The Report identif ies several 
challenges for international cooperation, 
and for the WTO more specifically as 
the guardian of this cooperation, while 
specifying that “the aim is not to reduce 
public policy interventions to zero; it is 
to render them compatible with the gains 
from trade”.

Firstly, the transparency of NTMs must be 
improved to achieve (and enforce) trade 
policy cooperation. Transparency provi-
sions in WTO Agreements help to ad-
dress the problems raised by the opacity 
of NTMs but they are not sufficient. One 
problem is that notifications by WTO 
Members – one of the pillars of the WTO 
transparency system – fail to contain 
enough quality information. 

Secondly, an examination of the tools 
used by WTO Members to address NTMs 
suggests that difficulties in finding the 
right balance between policy commit-
ments and flexibility persist. Economists 
argue in favour of a more prominent role 
for non-violation complaints, while law-
yers observe that WTO Members general-
ly do not take this path, preferring instead 
to challenge the NTM on the basis of the 
specific rule it allegedly violates.

Thirdly, there are opportunities to im-
prove the dispute settlement mechanism 
of the WTO through better integration 
of economic and legal analysis in deter-
mining legitimate NTMs. When there 
is a legal dispute as to the importance 
of the purpose, rationale, or intent of a 
measure, economic theory could provide 
insight into a government’s choice of a 
measure, as well as the way it is admin-
istered.

Fourthly, the rise of global production 
sharing poses additional challenges for 
the multilateral trading system, calling 
for deeper integration. But convergence 
towards international standards, which 
is encouraged in TBT/SPS Agreements, 
raises some issues – they revolve around 
such matters as inadequate design, the 
lack of relevance, the fact that countries 
differ with respect to risk preferences 
(values) and tastes, as well as their capac-
ity to inf luence international standard-
setting. 

Lastly, capacity building is a vital element 
in improving international cooperation 
on TBT/SPS. Developing countries have 
no preference for the different standards; 
it is merely a question of capacity. In the 
SPS area, the Standards and Trade Devel-
opment Facility – www.standardsfacility.
org – has proven to be a successful part-
nership and the question has arisen as to 
whether the model could be replicated in 
building capacity relating to standard-
setting, technical infrastructure and the 
development of regulations in the TBT 
area.

More information
www.wto.org            

reform by 
numbers

The WCO, in partnership with the World 
Bank, recently published a book en-
titled “Reform by Numbers: Meas-
urement Applied to Customs and 
Tax Administrations in Developing 
Countries” in the World Bank’s De-
velopment Direction Series which is 
available from Amazon. It consists 
of contributions made by researchers 
and practitioners who participated in 
the conference around this theme that 
took place in Algiers during March 
2012. 

Particular attention is paid to the 
experience of Algeria, Cameroon, 
Korea, France and Senegal which use 
quantification as a basic principle in 
various fields: enforcement; trade fa-
cilitation; reform implementation; and 
risk analysis. Other chapters relate to 
the analysis and consideration of the 
sociological purpose of quantification, 
and the implementation of methods 
developed by economists in the field 
of enforcement.

This publication is the result of an 
original and rich partnership between 
academic research and practical expe-
rience, with support being provided by 
the Islamic Development Bank and 
the Customs administrations of Al-
geria, Korea and France for both the 
conference and the publication. 

More information
research@wcoomd.org
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Since the annual sessions of the WCO Council in June 2012, there has been a flurry of further accessions to WCO instruments.

latest accessions to wCo instruments

HS Convention

Costa Rica
Date of Accession: 3 July
143rd Contracting Party

Bosnia and Herzegovina
Date of Accession: 14 August
144th Contracting Party
 

Mozambique
Date of Accession: 11 October
145th Contracting Party
 

Revised Kyoto Convention

Mozambique
Date of Accession: 11 July
82nd Contracting Party

Bangladesh
Date of Accession: 28 September
83rd Contracting Party

 

CCC Convention

South Sudan
Date of Accession: 18 July
178th WCO Member

Somalia
Date of Accession: 4 October
179th WCO Member 

More information 
communication@wcoomd.org

Global Innovation Index 2012 
released 

sWiTzerland reTains iTs first-place position 
in overall innovation performance, fol-
lowed closely by Sweden and Singapore, 
according to the ‘Global Innovation Index 
2012 (GII): Stronger Innovation Linkages 
for Global Growth’ published in July 2012 
by INSEAD – a leading international bu-
siness school, and the World Intellectual 
Property Organization (WIPO) – a specia-
lized agency of the United Nations.

The study shows that the dynamics of 
innovation continue to be affected by the 
emergence of new successful innovators, 
as seen by the range of countries in the 
top twenty GII ranking, as well as the 
good performances of emerging coun-
tries, such as Armenia, China, Georgia, 
Ghana, India, Jordan, Kenya, Latvia, 

Malaysia, Moldova, Mongolia, Mon-
tenegro, Namibia, Paraguay, Senegal, 
Serbia, Swaziland, Ukraine, Vietnam, 
and Zimbabwe.

“The GII is a timely reminder that policies 
to promote innovation are critical to the 
debate on spurring sustainable economic 
growth, and now is the time for forward-
looking policies to lay the foundations for 
future prosperity,” said WIPO Director 
General, Francis Gurry. “The downward 
pressure on investment in innovation ex-
erted by the current crisis must be resisted, 
otherwise we risk durable damage to coun-
tries’ productive capacities,” he added.

More information
www.globalinnovationindex.org
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a neW publiCaTiOn has recently joined the 
“arsenal of weapons” already developed to 
prevent and combat environmental crime. 
Entitled the Wildlife and Forest Crime 
Analytic Toolkit, it has been prepared by 
the United Nations Office on Drugs and 
Crime (UNODC) in collaboration with its 
partners in the International Consortium 
on Combating Wildlife Crime (ICCWC).

The Toolkit provides an inventory of the 
many resources and tools available to 
prevent and combat wildlife and forest of-
fences, and is organized into five key areas, 

Another tool to fight environment crime launched 

namely, legislation, enforcement, judiciary 
and prosecution, drivers and prevention, 
and data and analysis.

Government officials in wildlife and for-
estry administration, as well as Customs 
and other relevant enforcement agen-
cies wishing to conduct a comprehensive 
analysis of existing systems in the area of 
wildlife and forest protection, will find 
practical tools and new and innovative 
ideas in the Toolkit that will enable them 
to develop a multidisciplinary response 
and identify technical assistance needs. It 

may also be used as training material for 
law enforcers.

The Wildlife and Forest Crime Analytic 
Toolkit is intended to be a living and 
evolving document, and will be tested in 
partnership with selected national govern-
ments. This process will be financed largely 
by a “Development Grant Facility” secured 
through the World Bank. The Toolkit is 
currently available in English only, but 
translation into French and Spanish is un-
derway.

The ICCWC was launched in 2010 to seal 
a powerful alliance to fight wildlife crime 
effectively and to discuss collective actions 
to stop the key drivers that are bringing the 
largest of the wild cats to the brink of ex-
tinction through poaching, smuggling and 
illegal trade. Members of the Consortium 
comprise the CITES Secretariat, INTER-
POL, UNODC, the WCO and the World 
Bank.

More information
www.unodc.org/documents/Wildlife/ 
Toolkit.pdf

new wCo regional training Centre opens in Fiji

On 20 augusT 2012 the new WCO Regional Train-
ing Centre (RTC) for the Pacific sub-region was 
officially inaugurated in Suva, the capital of Fiji, 
in the presence of the country’s Prime Minister, 
Commodore Josaia Voreqe Bainimarama. 

This 24th RTC was established as part of 
the regional approach to capacity build-
ing adopted by the WCO, which is based 
on the premise that a regional structure 
is best placed to identify and respond to 

the training needs of countries in a par-
ticular region. Not only do they foster the 
use of standardized practices among close 
neighbours and trading partners, they also 
form links between Customs officials from 
countries which, while different, are nev-
ertheless in close proximity to each other. 

The RTC is expected to deliver regionally 
relevant and adapted training, exploit re-
gional synergies, liaise closely with region-
al and local stakeholders, and deal with 
region-specific issues, thereby enhancing 
the capacity of Customs administrations 
in the Pacific to better meet the demands 
of today’s global trading environment.

At the opening ceremony Prime Minister 
Bainimarama, who started his professional 
life as a young Customs officer in the 1970s 
before pursuing a career in the military, ex-
plained that the objective behind the launch 

of the RTC goes beyond the training of Cus-
toms officials, it is a matter of building “an 
integrated regional economy that creates op-
portunities for our children and encourages 
them to stay here and build prosperous lives”. 

The RTC is located in the Fiji Revenue and 
Customs Authority complex. It includes three 
separate training rooms which can accommo-
date up to 70 people, as well as a separate com-
puter laboratory with 20 access-free terminals.

No sooner had the inauguration ended 
than the first training participants arrived 
to attend a Post Clearance Audit Work-
shop organized by the WCO Regional 
Office for Capacity Building for the Asia/
Pacific region in conjunction with the 
Oceania Customs Organisation.

More information 
ndreu@frca.org.fj    

PM Bainimarama tours the WCO RTC
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Directors General of Customs gathered at WCO Head-
quarters to endorse the work done by the Organization 
over the past 12 months, and to chart the way forward for 
the months ahead. 

Over three days they discussed all the key issues impact-
ing on the international Customs environment, as well as 
the opportunities and challenges presented by develop-
ments in global trade.

The dossier touches on the WCO’s main areas of work – 
compliance, facilitation, tariff and trade affairs, and ca-
pacity building – and other interesting events that added 
to the success of Council 2012. 

This edition’s dossier captures some of the highlights of this year’s 
annual Council sessions which took place in Brussels from 28 to 30 
June 2012, as well as the WCO’s 60th anniversary celebrations.

8
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The upCOming mOnThs will be marked by the launch of a number of initiatives appro-
ved by the Council during its recent sessions, such as Globally Networked Customs 
proof-of-concept projects, the roll-out of the nCEN package around the world, the 
further development of the Project Map Database, the implementation of the tools 
included in the Revenue Package, as well as the launch of a new Economic Compe-
titiveness Package.

I would like to dwell for a moment on this last initiative. Over the past 60 years, 
international trade has grown significantly faster than production, making States 
even more dependent on ensuring the smooth f low of cross-border trade which 
interweaves national economies, requiring them to increase their economic perfor-
mance and attractiveness. 

Around the world, governments take actions to improve the external environment 
of their trading community by, for example, improving existing infrastructure, 
creating a better general business environment and enhancing the efficiency and 
effectiveness of their national economic, institutional, regulatory and competition 
policies.

High-performing Customs services, well equipped to meet the challenges of interna-
tional trade and engaging directly with importers and exporters to support commer-
cial activity, are a valuable ally in dealing with global competition as more markets 
open up, making it imperative to ensure smooth trade flows and effective protection 
measures by illicit trade. 

Customs issues must also be at the heart of any policy that aims to increase the at-
tractiveness of a country, as a simple, transparent and predictable Customs environ-
ment characterized by professionalism, good governance and even more connectivity 
encourages foreign direct investment and the establishment of industrial facilities 
and logistics hubs.

In building an enabling environment for traders, we should not lose sight of the im-
portance of protecting our nations from the activities that destabilize our economies 
and democracies, such as the illicit trade in drugs, tobacco, counterfeits, toxic products 
and endangered species. We must protect the health and safety of our consumers and 
the health of our economies. 

As the health of human beings depends on the food they consume and the products 
they use, equally, the health of an economy depends on the nature of the trade that is 
taking place, the adequacy of the State’s enforcement response, and the political will 
to maintain and build a healthy and secure global environment. 

By launching the Economic Competitiveness Package, the WCO aims to revive discus-
sions around the role of Customs administrations in enhancing economic competitive-
ness, to better determine the individual national and regional needs of its Members, 
as well as to promote its existing instruments and tools and to develop new ones to 
meet the needs of global trade. 

“together we can ensure global economic growth”
by Kunio Mikuriya
SeCReTaRy GeneRal

DossIEr
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Fortunately, the WCO has several aces up its sleeve: key in-
struments, a pool of Customs experts, acknowledged expertise 
and loyal partners, and it is up to us to seize the opportunities 
available together in order to optimize our collective strength 
by finding innovative ways to further facilitate trade flows and 
protect society, ultimately enhancing national economic com-
petitiveness. 

We are fully committed to promoting growth through the en-
hancement of our collective actions in the field of economic com-
petitiveness; indeed I am counting on the support of all WCO 
Members as well as our partners from development banks, the 
business community, the academic world and other international 
organizations because together we can ensure global economic 
growth.
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tariff and trade Affairs

Revenue Package
develOped as a response to WCO Mem-
bers’ concerns with regard to falling 
revenue returns in the light of the 2008 
global financial crisis and declining duty 
rates, the WCO Revenue Package brings 
together all material relevant to revenue 
collection, including formal instruments 
and conventions, guidance notes, and 
training material.

To supplement the Revenue Package, a 
series of new guidelines were launched 
at the 2012 Council Sessions. They in-
clude Practical Guidelines for Valuation 
Control, updated Post Clearance Audit 
(PCA) Guidelines, Guidelines and Na-
tional Practices Catalogue on Preferential 
Origin Verification, and Guidelines and 
Diagnostic Tool on Tariff Classification 
Work and Related Infrastructure. 

This new material will assist Customs 
administrations in the strengthening of 
their control programmes which will fa-
cilitate fair and efficient revenue collec-
tion. Technical assistance programmes 
over the coming year will promote and 
provide assistance in the implementation 
of these new tools. 

Rules of Origin
Harmonization of non-preferential 
rules of origin
Technical work related to the negotiations 
on the harmonization of non-preferential 
rules of origin at the WTO is continu-
ing. The revised Draft Consolidated Text 
(WTO document G/RO/W/111/Rev.6) 
contains both the texts already agreed 
by the WTO Committee on Rules of Ori-

gin (CRO) and the elements which have 
not been endorsed by the CRO or which 
represent a compromise proposal by the 
Chairperson of the Committee.

The WTO Secretariat has begun to trans-
pose the revised Draft Consolidated Text 
into newer versions of the Harmonized 
System Nomenclature. At the meeting of 
the CRO held in Geneva on 7 June 2012, it 
was decided to seek technical advice from 
the WCO Technical Committee on Rules 
of Origin (TCRO) during the transposi-
tion process. As a result of these develop-
ments, the WCO will further enhance its 
engagement in the work on non-preferen-
tial rules of origin. 

WCO Action Plan on Preferential Ori-
gin
Work undertaken in relation to the Ac-
tion Plan on Preferential Origin, adopted 
by the Council in June 2007, is progress-
ing. Here it should be recalled that the ob-
jective of the Plan’s designers is to provide 
Customs administrations with all the 
necessary tools and modern techniques 
to ensure that rules of origin are clearly 
understood and implemented. Latest ini-
tiatives include the updating of the Da-
tabase of Preferential Trade Agreements 
and developing a section on the ASEAN 
Free Trade Area (AFTA) rules of origin 
within the Comparative Study on Pref-
erential Rules of Origin.

Verification of preferential origin
Several new documents have been added 
to the Revenue Package in order to assist 
Members in enhancing their capacity to 
verify preferential origin. They consist of 

DossIEr
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a study on control and verification meth-
ods in Member Customs administrations, 
guidelines on verification of preferential 
origin, and a catalogue of national prac-
tices of volunteer Members. 

Typologies and trends in respect of ir-
regularities 
The WCO Secretariat is currently plan-
ning to study typologies and trends in 
respect of origin irregularities, and a let-
ter has been sent to Members asking for 
contributions on misinterpretation, fraud 
and other irregularities encountered in 
the application of rules of origin and 
other origin provisions. 

Valuation
Technical questions
The Technical Committee on Customs 
Valuation (TCCV) continues to exam-
ine questions related to “royalties and 
licence fees” and “related party transac-
tions under the agreement and transfer 
pricing”. Ongoing work also includes the 
examination of questions raised by Be-
larus (Customs value of industrial waste 
products), Singapore (valuation treatment 
of distribution fees and payments based 
on projected net profits), Thailand (treat-
ment of bonus payments), and Uruguay 
(valuation of software on USB sticks). 

Valuation control
New Practical Guidelines for Valuation 
Control have been added to the Revenue 
Package. They provide a springboard for 
Customs authorities to develop an ef-
fective control programme and include 
many solutions relating to underinvoic-
ing. Advice on the development of a 

valuation database as a risk assessment 
tool is also provided. Additionally, the 
Guidelines provide in-depth information 
on the valuation control programmes of 
three Members in the form of case stud-
ies, to facilitate better understanding of 
the functioning of these programmes. 

Nomenclature and Classification
HS Corrigendum amendment
A Corrigendum amendment to the text 
of subheading 5601.2 (wadding of tex-
tile materials and articles thereof) of the 
HS was adopted. Under the procedure 
of Article 16 of the HS Convention, this 
amendment will not be legally bind-
ing on the Contracting Parties until 1 
January 2017. Nevertheless, under the 
Corrigendum procedure (Article 8), 
Contracting Parties are free to apply 
the suggested amendments as from 1 
January 2012.

Implementation of HS 2012
The new version of the HS entered into 
force on 1 January 2012 and, at present, 
81 Contracting Parties out of 144 are ap-
plying the 2012 version. The new edition 
of the Explanatory Notes and revised ver-
sions of the Alphabetical Index and the 
Compendium of Classification Opinions 
have been published by the WCO.

Tariff classification work
The correct and uniform application of 
the Harmonized System in an efficient 
manner requires the setting up of well-
defined and effective classification pro-
cedures within an administration. Two 
recommendations regarding this aspect 
of HS work were adopted in 1996 and 

1998: the Recommendation on the In-
troduction of Programmes for Binding 
Pre-entry Classification and the Recom-
mendation on the Improvement of Tariff 
Classification Work and Related Infra-
structure.

These Recommendations have so far 
been accepted by only a limited number 
of countries. Hence, the HS Committee 
has been reflecting on the difficulties en-
countered that have resulted in a low level 
of acceptance of these important instru-
ments, as well as potential hurdles that 
Members are likely to be facing in this 
area. One of the challenges identified in 
this area was the lack of awareness of the 
benefits that a good classification work 
model could yield, as well as the lack of 
know-how for managing tariff classifica-
tion work.

In order to assist Members in re-organiz-
ing their classification work or reviewing 
their current systems, two new instru-
ments have been developed in the form 
of Guidelines on Tariff Classification 
Work and Related Infrastructure, and a 
Diagnostic Tool. Both were approved and 
added to the Revenue Package. 

The Guidelines build upon information 
available in the WCO HS Classification 
Handbook and contain modifications to 
take into account recent developments. 
The Diagnostic Tool has been specifically 
designed to equip senior Customs officials 
with the detailed information necessary 
to more fully engage in, and lead, the ca-
pacity building initiatives of their admin-
istrations.
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Facilitation 

SAFE Framework 
The firsT fOrmal review of the SAFE Fra-
mework of Standards since its adoption 
in 2005 has been finalized. The principal 
change in the 2012 version of the SAFE 
Framework involves the inclusion of two 
new sections; one on Coordinated Bor-
der Management and the other on Trade 
Continuity and Resumption, as well as a 
new Annex on Definitions which includes 
the definition of high-risk cargo.

The Scanning Guidelines that form part of 
the SAFE Package have also been updated 
and the AEO Template and additional ma-
terial on the Trade Recovery Guidelines 
have been incorporated into the Package. 

A new review cycle has been adopted that 
allows about one year for WCO Members 
to make proposals, and then about an-
other year to discuss them in detail. The 
final texts arising out of the review will 
be produced in time for the 2015 Council 
Sessions.

Air cargo security
The work undertaken by the Techni-
cal Experts Group on Air Cargo Secu-
rity – comprising experts from Customs, 
Transport, Aviation Security, Police, Im-
migration and other relevant agencies – 
has enabled a better understanding of the 
fact that the air cargo security concept 
may have different connotations for dif-
ferent organizations/regulators, and has 
brought greater awareness and clarity on 
how Customs and aviation security au-
thorities work and where synergies can be 
created through cooperation and a more 
harmonized approach.

Two key work streams formed the basis of 
the Group’s work:
•	  The first was to identify the data that 

Customs could receive in advance of 
air cargo being loaded onto the air-
craft, and that could subsequently be 

shared with aviation security partners. 
Eight potential data elements have been 
identified to enable high-risk cargo to 
be targeted for aviation security pur-
poses. Challenging questions remain 
however, such as, for example, how 
relevant data elements identified by 
both Customs and aviation security 
authorities can be shared in a timely 
manner, how aviation security authori-
ties will be able to use the information 
for their purposes, understanding 
which private sector players are in a 
position to provide information in a 
way that meets the needs of regulators, 
and at what stage in the supply chain 
process. Pilot projects currently under-
way in the United States (ACAS - Air 
Cargo Advance Screening) and in the 
European Union should offer valuable 
insights into what measures should be 
introduced to resolve these issues, and 
whether the eight data elements are 
indeed the most appropriate ones to 
exchange with a view to improving the 
security of air cargo.

•	 The second was to compare the WCO 
Authorized Economic Operator (AEO) 
and the International Civi l Avia-
tion Organization (ICAO) Regulated 
Agent/Known Shipper programmes. 
Some valuable work had been done by 
experts from Customs and aviation 
security authorities and this, coupled 
with experience gained from ongo-
ing pilot projects, should lead to con-
crete guidance for cooperation among 
relevant agencies when developing 
programmes or when authorizing/
auditing trusted traders and trusted 
shippers. 

Economic Competitiveness Package 
In order to contribute to the economic de-
velopment of its Members, the WCO de-
cided to launch an Economic Competitive-
ness Package (ECP). An action plan will 

be developed and presented to the WCO 
Policy Commission for its consideration 
in December 2012.

The ECP has at its core the Revised Kyoto 
Convention and its links to a number of 
other WCO instruments and concepts, 
including the SAFE Framework, the Data 
Model, the Time Release Study, tools for 
transit and integrity, risk management, 
Customs-Business partnerships, Glob-
ally Networked Customs, coordinated 
border management, and the Single 
Window. 

By launching the ECP, the WCO wants 
to revive discussions around the role of 
Customs administrations in enhancing 
economic competitiveness, to identify and 
circulate innovative initiatives that Cus-
toms administrations are working on, to 
better determine individual and regional 
needs, as well as to promote its existing 
instruments and tools and to develop new 
ones as required.

Globally Networked Customs
An Ad Hoc Working Group was created 
in 2009 to investigate and report on the 
feasibility of the Globally Networked 
Customs (GNC) concept. The main idea 
pursued was to improve the way informa-
tion exchanges work today by streamlining 
them and by using Protocols, Standards 
and Guidelines.

After three years of intensive work, the 
Feasibility Study has now been complet-
ed. The GNC model is based on a set of 
Protocols, Standards and Guidelines, and 
breaks down Customs’ business into a set 
of utility blocks – components of data to 
be exchanged within predefined specific 
subjects. 

Two utility blocks have been developed to 
date. The first concerns Mutual Recogni-
tion of Authorized Economic Operators, 
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where users would exchange data about 
their AEOs with their partner countries. 
The second concerns commercial fraud. It 
is anticipated that more utility blocks will 
be developed in the future. 

The Feasibility Study was approved and it 
was agreed that GNC would enter a “proof 
of concept” period for at least two years 
where Members would engage in pilot 
projects aimed at testing, evaluating and 
documenting the various standards that 
have been laid down.

eATA Carnet
It is acknowledged that the current pa-
per-based ATA Carnet procedure will in-
creasingly become redundant as it is not 
compatible with modern working meth-
ods. The possibility of moving towards a 
paperless environment for ATA Carnets 

has been discussed since 2006 within the 
eATA Carnet Working Group which com-
prises representatives of the WCO Secre-
tariat, WCO Member administrations and 
the International Chamber of Commerce/
World Chambers Federation (ICC/WCF). 

In this paperless environment, appli-
cants would complete a virtual carnet 
online through their national guarantee-
ing association (NGA) or the responsible 
local Chamber of Commerce (CC). The 
NGA/CC would then check if conditions 
are fulfilled and fees paid, and finally, if 
everything was in order, a carnet num-
ber and a username/password would be 
issued.

Following a feasibility study and a cost/
benefit analysis, the Working Group 
has agreed to concentrate on four key 

issues: selection of the most appropri-
ate architecture; cost sharing/financing; 
the time frame for the implementation of 
the system; and the legal amendments to 
both the ATA and Istanbul Conventions 
dealing with the temporary admission of 
goods. Proposals are expected to be put 
to the WCO Administrative Committees 
for the ATA and Istanbul Conventions 
in 2013. 

Recommendations
Two recommendations were adopted, one 
to support trade facilitation and the other 
to support efficient and effective Customs 
control. The first deals with the demate-
rialization of supporting documents, and 
the second deals with the use of Advance 
Passenger Information (API) and Passen-
ger Name Record (PNR) for assessing risk 
related to travellers. 
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Strategic roadmap for reform and mod-
ernization
sinCe The launCh of the Columbus Pro-
gramme in 2006, the WCO has worked 
actively to support Customs reform and 
modernization efforts. This has enabled 
the Organization to develop a sharp sense 
of the key issues and challenges that re-
quire attention.

Three common themes have emerged 
from experiences shared at the Capac-
ity Building Committee on the enablers 
for effective reform and modernization; 
capacity building works best when due 
attention is paid to securing political 
wil l, investing in people, and build-
ing effective partnerships with relevant 
stakeholders. This is referred to as the 3P 
framework, forming part of a strategic 
roadmap for future WCO capacity build-
ing efforts.

•	 Securing political will and support
The WCO has learnt that the most suc-
cessful capacity building projects are 
those that have secured political com-
mitment from government and support 
from the business community. In order 
to aid Heads of Customs in securing and 
sustaining political will, as well as garner 
support from other government agencies 

Capacity Building 

or the private sector, the WCO Customs 
Orientation Package for Decision Mak-
ers has been developed. This Package 
provides Customs executives with core 
universal messages on Customs issues 
that can be used in the preparation of 
business cases or presentations, and also 
contains advice on how to use this in-
formation.

•	 People: developing leadership and 
management skills

New workshop material has been de-
veloped for the Leadership and Senior 
Management Development Programme 
(LMDP) which mixes theory, practice and 
case studies. Designed to provide senior 
and middle Customs managers with a ho-
listic and sustainable approach to lead-
ership and management, the Programme 
is a broad multi-tier concept which com-
bines the WCO Fellowship Programme 
(6 weeks), LMDP workshops (9-10 days) 
and the Top Executive Dialogue (3 days). 

•	 Partnerships and coordination
The WCO had begun working with new 
partners such as Finland and Korea, and 
has recently reached agreements with the 
World Bank and Norway. Moreover, since 
the end of 2011, three regional donor con-
ferences have been organized and more 
are planned this year. Regarding Project 
Map Database, that provides an over-
view of who is doing what in the capacity 
building area, work has begun to popu-
late this with information from various 
partners. Ideally, WCO Members as well 
as relevant stakeholders should nominate 
national contact points responsible for 
entering data. WCO Regional Offices for 
Capacity Building will also support the 
development of the database by reviewing 
existing data as well as entering new data. 

Performance measurement
Results-based management is overwhelm-
ingly endorsed by Members as the way 
forward in the development and manage-
ment of the Columbus Programme and 
other initiatives. This also implies that 
support has to be aligned with the goals 
and targets of Customs administrations. 
To assist Members in their endeavours, 

a new chapter on organizational per-
formance measurement has been added 
to the Capacity Building Development 
Compendium. Together with guidance 
for developing a performance manage-
ment environment, the new chapter in-
cludes a list of possible indicators relevant 
to Customs performance measurement.

Columbus Programme
Three progress evaluation missions in 
Mongolia, Kenya and Belarus have been 
conducted under Phase 3 of the Colum-
bus Programme, enabling the WCO Sec-

“Customs reform and modernization is not a sprint but rather 
a marathon which WCO capacity building programmes and 
the Secretariat’s Capacity Building Directorate will support 
over the long term.”
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retariat to refine the methodology used 
for this phase and to establish a delivery 
model. Phase 3 offers an opportunity for 
the WCO to assess progress and recom-
mend adjustments to ongoing moderni-
zation activities by way of a monitoring 
and evaluation process. It is in no way 
the end of the modernization process but 
rather an opportunity to pause and re-
f lect on the progress achieved by Mem-
bers to better define future direction and 
priorities.

A set of minimum reporting require-
ments has been developed and provided 
to experts to ensure that consistent and 
comprehensive assessments take place 
under future Phase 3 assignments. A 

questionnaire has also been developed 
to assist both Members and the WCO to 
prepare for, conduct and report on the 
Phase 3 process. It serves as a self-assess-
ment for the Member, and provides an 
overview of the administration for WCO 
experts. Being a dynamic document, the 
questionnaire might require further re-
finements. 

Refreshing the WCO Diagnostic Frame-
work
A work plan for further review of the 
Diagnostic Framework was endorsed. 
Recent work includes the update of the 
sub-section on risk management-related 
questions in the chapter on Strategic 
Management.

Building trust and integrity 
Initiatives to promote and strengthen 
Customs integrity continue. They include: 

•	 the revision of the Integrity Develop-
ment Guide, the main WCO training 
tool entirely based on the Organization’s 
Revised Arusha Declaration on Integrity; 

•	 the follow-up of progress made in relation 
to integrity pilot projects which have been 
launched in the WCO’s six regions; and 

•	 training and awareness-raising activities 
on wildlife trafficking – which is often 
linked to breaches in integrity – under 
“Project GAPIN”, that combines integrity 
and enforcement. 
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Compliance and Enforcement

Security and Counter-Terrorism Pro-
gramme
The WCO seCreTariaT has reviewed its Com-
pliance and Enforcement structures and 
assumed a new programme management 
based approach to its activities. One of 
the newly established programmes draws 
together WCO security and counter-ter-
rorism related projects and activities. The 
Strategy and the 2012/2013 Action Plan for 
the Security and Counter-Terrorism Pro-
gramme were approved. 

Global Shield
Activities under Programme Global Shield 
continue. This initiative was launched in 
2010 to monitor the trade in 14 chemi-
cals in order to identify those which can 
be diverted for the illegal manufacture of 
improvised explosive devices (IEDs). A 
dedicated Programme team is now in place 
at the WCO Secretariat, and coordination 
and logistical planning for training and ca-
pacity building are underway. As a direct 
result of the Programme, significant suc-
cesses have already been achieved in terms 
of combating the illicit trade in IEDs. Since 
the start of the initiative, 41 seizures total-
ing 126 metric tons of precursors and 40 
arrests have been made.

Environment
Project GAPIN, initiated in 2010, is still 
on course. Limited at its inception to the 
fight against illicit trade in great apes in 
Africa, the Project now includes other spe-
cies protected under the Convention on In-
ternational Trade in Endangered Species 
of Wild Fauna and Flora (CITES), such as 
the rhinoceros, the elephant and the pan-

golin. GAPIN objectives include: building 
the enforcement capacities of Customs 
frontline officers, as well as raising their 
awareness on integrity issues; detecting, 
intercepting and seizing illegal wildlife 
shipments; and preventing corrupt prac-
tices while taking appropriate measures.

The WCO has also been working on illegal 
logging and the illegal timber trade. A glob-
al survey on “Customs’ Role in Regulating 
Trade in Timber and Timber Products” was 
conducted and WCO Members recognized 
the importance of Customs playing an ac-
tive role in monitoring and protecting non-
CITES timber and timber products.

Electronic crime
During its last meeting, the WCO Electron-
ic Crime Expert Group discussed data min-
ing and the recovery of revenue, blocking 
of internet websites, mobile forensic opera-
tions, evaluation of available forensic triage 
tools, current and future challenges to Cus-
toms enforcement (wireless storage devices, 
GPS devices attached to packages and used 
by criminals to track and trace their illicit 
goods, for example), challenges to secur-
ing evidence on modern mobile phones, 
and access possibilities to data stored on 
“clouds” outside Customs’ jurisdiction.

Project AirCop
Participation in Project AirCop, an air-
port communication project aimed at 
building drug enforcement capacities at 
international airports in West and Cen-
tral Africa, Latin America and the Carib-
bean, will be rapidly expanded. Certain 
European countries will soon implement 

the CENcomm based electronic platform 
that enables participants to exchange 
information and intelligence in a secure 
manner between international airports in 
real-time.

Cargo Targeting System
The WCO is currently developing a Cargo 
Targeting System (CTS), aiming at the 
pre-arrival risk assessment and targeting 
of cargo. It is a stand-alone application 
within the Customs Enforcement Network 
(CEN) suite of tools that will enable user 
countries to gather pre-arrival and post-
lodgment Customs entry data to perform 
automated and manual risk assessment 
and targeting, and the identification of 
high-risk cargo prior to its arrival at the 
border. The application is expected to be 
deployed in the second half of next year.

Customs Alert Network (CAN) 
A Customs Alert Network (CAN) for 
sharing nominal information on identi-
fied manufacturers, producers, consign-
ors and shippers of substandard, tainted 
or counterfeit pharmaceuticals, foodstuffs 
and electrical items has been developed as 
a secure, CENcomm based application. 
CAN was created to facilitate and improve 
Customs’ risk profiling and targeting in 
the area of consumer health and safety. 

Operations 
Several operations have been facilitated 
and supported by the WCO. They include: 
Operation Cocair 3, targeting cocaine 
trafficking; Operation Tigre 2, aimed at 
combating counterfeiting and piracy 
in Central and South America and the 
Caribbean; Operation Pangea IV, target-
ing the illegal supply of medicines over 
the internet; and Operation Demeter II, 
concentrating on the illicit cross-border 
shipment of hazardous and other waste). 
Several operations are scheduled for the 
months ahead. 
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UNODC-WCO Container Control Pro-
gramme
Twelve countries are putting inter-agency 
cooperation into practice by participating 
in the UNODC-WCO Container Control 
Programme (CCP) and more countries 
have expressed an interest in joining the 
Programme. In August 2012, Guyana and 
Suriname will join the Programme, as 
the first Caribbean members to do so. In 
total, it is expected that the CCP will be 
progressively expanded to include 20 new 
countries in the next 12 months. 

New risk indicators
In 2011, the WCO published a Risk Man-
agement Compendium consisting of two 
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volumes. Volume 2 focuses on operational 
risk management and its target audience 
includes risk and intelligence analysts, tar-
geters and frontline officers. In 2012, new 
risk indicators and manuals on passen-
gers, the pre-arrival phase of land cargo, 
postal/express consignments and exports 
have been developed and will be integrated 
into the Compendium. 

New publications
A completely revised version of the WCO 
Guidelines on Post-Clearance Audit (PCA) 
has been published. The PCA Guidelines 
are now divided into two volumes: the first 
is aimed at Customs’ managerial level and 
provides information on establishing and 

planning an audit programme, while the 
second contains operational guidance for 
field officers regarding the preparation and 
conduct of an audit. 

The Compendium of Customs Operational 
Practices for Enforcement and Seizures 
(COPES) was developed by several Mem-
bers with the support of the Secretariat. It 
was uniquely designed to provide practi-
cal guidance and Members’ experiences in 
the area of enforcement and seizures. The 
Compendium contains practical, result-
orientated measures for implementing new 
solutions and tools which can be rapidly 
integrated by Customs administrations for 
impactful improvements. 

19



DossIEr

20

special guests grace the 2012 sessions

Gracing this year’s sessions, as part of the WCO’s 60th anniversary celebrations, was 

HRH Prince Philippe of Belgium who presented a painting to the WCO on behalf of the 

Belgian Government and people, in recognition of the long association between Belgium 

and the WCO, which has been headquartered in Brussels since its establishment in 1952.

KeynOTe speaKers inCluded Goodluck Ebele 
Jonathan, the President of the Federal 
Republic of Nigeria, Steven Vanackere, 
Belgium’s Vice-Prime Minister and Mi-
nister of Finance, and Yury Fedotov, the 
Executive Director of the United Nations 
Office on Drugs and Crime (UNODC), 
all of whom acknowledged the key role of 
Customs in managing global trade. 

“I consider my presence with you today 
as some form of home-coming,” declared 
President Jonathan as an introduction to 
his address to the WCO Council. The Ni-
gerian President reminded delegates that 
he had served in the Customs service in 
the early years of his life and shared his 
reflections on the transformation of the 
trade environment and the role of Cus-
toms, including the WCO, over the years. 
He also shared what his country is doing 
to overcome the challenges that Customs 
services in developing countries face, in-
cluding bringing Nigeria’s Customs law 
into line with international best practices, 
such as the WCO Revised Kyoto Conven-
tion (RKC). Nigeria deposited its instru-
ment of accession to the RKC with the 
Secretary General shortly afterwards.

 “Let’s not shy away from making our 
Customs procedures ever more efficient,” 
declared Minister Vanackere in his ad-
dress, underscoring that Customs is in-
strumental in creating a better world, as 
the delivery of an efficient Customs service 
is strongly interconnected with economic 
growth. Facilitating trade while safeguard-
ing the country “requires a constant, inno-
vative rethinking of existing Customs pro-
cedures” indicated the Minister, and with 

Belgium Customs on the verge of in-depth 
reform, he said that “In the near future, 
Customs will be open 24/7 and charges for 
services provided after office hours will be 
lifted, making it attractive to trade.” Also 
essential to growth is fighting against 
counterfeiting said Minister Vanackere 
who declared that “trade in fakes flourish 
at the expense of society and fighting this 
scourge is another way to ensure economic 
growth, while protecting the health and 
safety of consumers.” 

“Through the implementation of common 
programmes, we are fulfilling our promise 
to Member States, and to their citizens, to 
make the world safer from drugs, crime 
and terrorism”, declared Yury Fedo-
tov, pointing out the long-standing and 
good cooperation that exists between the 
WCO and the UNODC in managing the 
Container Control Programme and Pro-
ject AIRCOP. Among the Programme’s 
achievements is the establishment of joint 
port control units, composed of several 
law enforcement agencies. “Twenty-eight 
operational port control units in 14 coun-
tries have already been set up and trained 
to identify and control high-risk contain-
ers and a secure communication platform 
has been created to facilitate the exchange 
information between all units” explained 
UNODC Executive Director, adding that 
Project AIRCOP will follow a similar ap-
proach in establishing joint airport inter-
diction task forces at key airports in West 
Africa, Latin America and the Carib-
bean. It has already facilitated numerous 
seizures of cannabis, cocaine and gold at 
West African airports in Cape Verde, Mali, 
Togo and Senegal. 
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signing ceremonies

new accessions to instruments

during This year’s Council sessions, Memoranda of Understan-
ding (MOUs) were signed with the International Road Trans-
port Union (IRU) to strengthen relations with the private sec-
tor, with the Chinese and Russian Customs services to establish 
Regional Drug Dog Training Centres, and with Fiji Customs 
to establish a Regional Training Centre (RTC).

China and Singapore also signed an agreement mutually 
recognizing each other’s Authorized Economic Operators 
(AEOs).

nigeria and The Dominican Republic deposit their instruments of accession to the WCO Revised Kyoto Convention on the simplifi-
cation and harmonization of Customs procedures.
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Meeting with CPlP representatives 
The Community of Portuguese-Speaking Countries (CPLP) met the Secretary General in the margin of the Council Sessions.

new Directors General briefed

Ten neW direCTOrs General of Customs and their representatives attended a special orientation session in June just prior to the start of 
the annual Council Sessions in order to gain an overview of the Organization’s activities and programmes and to meet the Secretary 
General, the Deputy Secretary General and other senior managers at the Secretariat. 
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2012 wCo 
Photo 
Competition 

“Ful l-t ime Customs of f icer, 
1941” is the caption of this year’s 
winning entry from the Slovaki-
an Customs administration. The 
picture shows an officer of the 
Financial Guard on duty at the 
frontier with his young daugh-
ter on his lap. The officer named 
Frantisek Micuda (1909-1954) 
was posted on the border be-
tween Slovakia, the Protectorate 
of Bohemia and Hungary from 
1939 to 1954. The photograph 
was provided by his grandson, 
a Customs officer with the Fi-
nancial Administration of the 
Slovak Republic. 

2012 wCo IPr Competition 

The 2012 WCO IPR Trophy was awarded 
to the Panama Customs administra-
tion for its outstanding commitment to 
combating counterfeiting and piracy by 
implementing an effective policy aimed 
at increasing border protection and pre-
venting infringements of intellectual 
property rights (IPR), thereby enabling 
improved results to be achieved.

Panama actively supported the WCO by 
hosting the Operational Coordination 
Unit for two major regional IPR Op-
erations held in 2012, namely TIGRE I 
and II, and also uses the WCO Interface 

Public-Members (IPM) platform, a tool 
developed to facilitate exchange of in-
formation between Customs and Right 
Holders that proved very useful during 
TIGRE II. 

In addition to the trophy itself, a spe-
cial prize was awarded to Serbia for 
taking some major IPR initiatives, that 
include the improvement of IPR training 
with the support of Right Holders, sup-
porting WCO regional IPR initiatives, 
as well as implementing the Interface 
Public-Members (IPM) platform at the 
national level. 
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60th anniversary celebrations 

delegaTes aTTending The 2012 Council Sessions marked the WCO’s 60th anniversary at a special evening function hosted by the Secretary 
General. Guests were treated to a welcoming cocktail, a delicious buffet dinner and entertained by music played by the Luxembourg 
Customs band. The event provided Customs officials from around the world and Customs’ partners with the opportunity to relax 
with old friends, make new ones, and celebrate the WCO’s 60 years of service to the Customs community. 
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tunisia puts the finishing touches to its Customs 
training reforms with the support of swiss Customs

T h e  T e C h n i C a l 

assisTanCe project in the area of Customs 
training linking Tunisian and Swiss Cus-
toms, known as Project FORTUNIS, drew 
to a close in June 2012, marking the end 
of four years of intensive and productive 
collaboration between the two adminis-
trations. Twenty-two expert missions and 
countless working sessions were needed to 
see this project through since its launch in 
early 2009.

With funding from Switzerland’s State 
Secretariat for Economic Affairs (SECO), 
this technical assistance project was de-
veloped within the context of the Free 
Trade Agreement signed at the end of 
2004 between Tunisia and the European 
Free Trade Association (EFTA) States. The 
latter volunteered to provide Tunisia with 
technical assistance to facilitate the imple-
mentation of the overall objectives of the 
Agreement.

The project, aimed at 
boosting Customs train-
ing as a whole, focused on 
four separate policy areas:

•	  training policy – devel-
opment of a strategy and 
national master plan

•	organization of training 
– identification of needs, 

programme planning, management and 
operation of training centres

•	 trainers – number, profile and training
•	 promotion of e-learning

The suspension of activities during the Tu-
nisian revolution in December 2010 and the 
change of government were not detrimental 
to the project. On the contrary, this hiatus 
breathed new life into it and resulted in the 
initial goals being outperformed.

Among the actions carried out it is worth 
mentioning:
•	 tailoring of training plans to different 

categories of staff
•	 fitting out classrooms at the National 

Customs School (END) with up-to-date 
instructional equipment

•	 commissioning three multimedia train-
ing rooms at the END, in Monastir and 
in La Goulette

•	 training in methodology for thirty Tuni-
sian trainers

•	 developing a website and training plat-
form

•	 producing eight blended training paths 
– combining e-learning and face-to-face 
sessions – and distance learning paths 
based on WCO e-learning modules, as 
well as on stakeholders’ own teaching aids 

One of the high expectations of Project 
FORTUNIS was the implementation of 
the concept of decentralized training and 
the establishment of mobile training units 
that would reach out to staff lacking ac-
cess to a proper training infrastructure. 
At this time, some forty Customs offic-
ers have already taken advantage of this 
mechanism and successfully completed 
their e-learning training. 

Building on the results achieved, Swit-
zerland and Tunisia plan to step up bilat-
eral cooperation and identify other policy 
areas, especially in the human resource 
management domain.

More information
end@douane.gov.tn
carlo.liechti@ezv.admin.ch
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The uniTed naTiOns Public Service Awards 
(UNPSA) programme rewards creative 
achievements and contributions to the 
development of public service institutions 
in countries around the world. It aims to 
identify innovations in governance, en-
hance professionalism in the public ser-
vice, strengthen trust in government and 
raise the image of the public service, as 
well as collect and disseminate successful 
practices for possible replication.

This year, Senegal received first place in the 
category “improving public services” for 
the implementation of an electronic Single 
Window environment. The initiative was 
developed by GAINDE 2000, a multi-agen-
cy public-private partnership established by 

Senegal Customs in 2002 to design new IT 
solutions for Customs clearance purposes. 
As the lead actor in this partnership, the 
award also recognized Senegal Customs’ ef-
forts to overcome challenges in improving 
its service to the public.

The award ceremony took place in the 
hall of the United Nations General As-
sembly on 25 June 2012 with the Senega-
lese Delegation being led by its Minister of 
Economy and Finance, Amadou Kane. The 
ceremony coincided with the commemo-
ration of the 2012 United Nations Public 
Service Day.

Some 44 organizations from 29 countries 
were honoured during the ceremony. In 

A f r ic a ,  b e -
sides Senegal, 
first places in 
the categories 
“prevent i ng 
and combat-
ing corruption 
in the public 
service” and 
“promot i n g 
gender-responsive delivery of public ser-
vices” were awarded to Mauritius and 
South Africa respectively. 

More information
www.un.org/fr/events/publicserviceday/

senegal wins un Award for improving 
public services 

Senegal receives its award
© UN



Korea examines informal fund transfer systems to 
crack down on illicit trade 
by Yongho Joo
Chief inveSTiGaTOR, finanCial inveSTiGaTiOn DiviSiOn, KORea CuSTOMS SeRviCe

sinCe The asian financial crisis swept the 
Korean economy in 1999, the Korea Cus-
toms Service (KCS) has been analysing data 
related to foreign exchange transactions to 
examine the flow of money for trade pay-
ments, because traders’ invoices and Cus-
toms declarations – which can easily be 
manipulated through collusion between 
traders – are not enough to show the vera-
city of commodity trade transactions. 

KCS’ Financial Investigation Division 
pays special attention to the gap between 
the amounts that traders are supposed to 
pay to or receive from their counterparts 
and the amounts that they actually paid 
or received. The reason for this is that 
importers are inclined to undervalue or 
overvalue goods to evade Customs duty 
and corporate tax, while exporters tend to 
under-invoice goods to enable part of the 
trade payments to be stashed elsewhere. 

Traders engaging in this form of illicit trade 
prefer to use Informal Fund Transfer (IFT) 
systems rather than the formal banking 
sector, as IFT systems do not leave traceable 
transactions, whereas formal financial in-
stitutions maintain tight due-diligence pro-
cedures. Two recent examples of intriguing 
cases uncovered by KCS, illustrating how 
IFT systems can be used for illicit trade 
purposes, appear below:

•	 In June 2012, the KCS detected a criminal 
ring that had laundered trade payments 
amounting to approximately 1.2 billion US 
dollars over the past five years. The ring 
was primarily run by two players: an IFT 
broker and a licensed currency exchanger. 
The broker “recruited” traders exporting 
to Japan who wanted to hide their sales 
for tax evasion purposes, collecting their 
trade payments in cash on their behalf at 
an airport from Japanese cash couriers. 
Cash import declarations were falsified 
under the pretext that the money was 
coming in for investment purposes, in 
order to divert possible suspicion by Cus-
toms away from the huge amount of cash. 
Japanese yen was thereafter converted into 
Korean won through his accomplice, the 
currency exchanger, who exploited copies 
of Japanese passports in her possession 
that had been provided during legitimate 
currency exchanges. In converting cur-
rencies, she sliced the currency exchange 
transactions into small pieces – less than 
5,000 US dollars for instance – so as not 
to draw the attention of Korea’s Financial 
Intelligence Unit.

•	 In July 2012, the KCS disclosed an illicit 
trade case involving a Chinese IFT broker. 
The Chinese broker opened a bank account 

in Korea under the name of his naturalized 
Korean mother. He then used her as a cash 
courier between “her” bank account and 
Korean importers who wanted to remit 
money stealthily to exporters in China that 
could not be traced by Customs, exploiting 
the fact that elderly women do not normally 
draw the attention of bank tellers, no mat-
ter how often they deposit cash or remit it 
from their bank accounts. After receiving 
confirmation of the deposits, the broker 
then remitted the same amounts of money 
from his own bank account in China to 
the Chinese exporters, laundering about 
10 million US dollars.

Due to the fact that IFT systems are com-
monly used by migrants and others to remit 
small amounts of money, they often do not 
come under the scrutiny of most Customs 
administrations. KCS’ investigations have 
shown, however, that IFT systems are also 
being used by a growing number of unscru-
pulous traders as a means to evade Customs 
duties and taxes and to stash money else-
where in the process of making and receiv-
ing payments.

Customs enforcement on IFT systems 
should not be to crack down on IFT systems 
per se, but be confined to investigating how 
they can be used to buttress illicit trading 
activities. This is why Customs administra-
tions should heighten their interest in these 
unconventional or informal fund transfer 
systems. In fact, targeted enforcement by 
the KCS has resulted in a decrease in the 
number of IFT illicit trade cases (see box) 
from 2008 to 2011.

More information
yhojoo@customs.go.kr

Year   2008 2009 2010  2011
Cases  635  642 194 89
Transaction amounts   2,016 1,744 1,192 1,101
(US dollars in millions)
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CusTOms OffiCials arOund the world are 
often at the forefront of key historical 
events given their traditional role as 
the gatekeepers of a nation’s borders. 
The National Museum of the UK Bor-
der Agency shares an interesting piece 
of Customs history with WCO News 
readers…

Louis Bleriot was the first man to f ly 
across the English Channel in 1909. The 
aircraft took off from Calais in France 
and landed at Dover in the UK. On land-
ing, a Dover Customs officer, George 
Camburn, issued the pilot, Louis Bleriot, 
with a quarantine certificate treating the 
aeroplane as a yacht.

Dover’s Collector of Customs had advised 
that no official action should be taken as 
in his opinion, “…an attempt to impose 
Customs regulations on anyone engaged in 
experiments with aerial navigation would 
only tend to bring the Department into 
ridicule”. Within ten years regular com-
mercial flights to France had started.

uK Customs officials process first aircraft  
from abroad

Customs Official, George Thomas Camburnlouis Bleriot (pictured far right) with his friends and aircraft in Calais 1909

Photos: Courtesy of UK Border Agency 
National Museum, National Museums 
Liverpool

An extract from the official report describing Bleriot’s arrival is reprinted below:

Customs Dover, 25 July 1909

I have to report that M. Bleriot with his monoplane, success-
fully crossed the Channel from Calais this morning and landed in 
a meadow at the east side of Dover Castle, about 2 miles from 
our watchtower shortly after 5am, having occupied 33 minutes 
in crossing. 

A wireless message was conveyed to our officers announcing 
his departure, but he was flying at such height that they could 
not trace him with a telescope. 

H. Williams
Collector
Dover

Thanks to Steve Butler, Curator of Collec-
tions at the UK Border Agency National 
Museum, for providing information on 
this quaint slice of global Customs history.

More information
Steve.Butler@liverpoolmuseums.org.uk

Year   2008 2009 2010  2011
Cases  635  642 194 89
Transaction amounts   2,016 1,744 1,192 1,101
(US dollars in millions)
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Streamlining processes for goods in transit
nineTy-five perCenT (Or six billion US dollars) of commercial goods 
in the Mesoamerican region are transported overland using the 
Pacific Corridor every year. The Corridor, which crosses six natio-
nal borders from southern Mexico to Panama, is the backbone of 
commercial trade in Mesoamerica. Despite numerous efforts to 
improve its infrastructure, bottlenecks at border crossings have 
created huge delays that have dramatically reduced the flow of 
goods. In 2008, the average speed of a truck moving from Mexico to 
Panama was 15 km per hour. As of August 2012, the average speed 
is 60 km per hour following the implementation of an innovative 
project financed by the Inter-American Development Bank (IDB).

This project, called Goods in International Transit (or TIM, its 
Spanish acronym), was designed to improve the speed and efficiency 
of border clearance for goods in transit. TIM is an electronic system 
for managing and controlling the movement of goods in transit, 
harmonizing previously cumbersome procedures into a single elec-
tronic document. The project is based on three main pillars: 

•	 Process reengineering: TIM harmonizes multiple paper-based 
declarations into a unique and comprehensive electronic docu-
ment that gathers all data needed by Customs, immigration, and 
phytosanitary agencies;

•	 Information technology: TIM connects the intranet systems of all 
agencies in all countries participating in the project, and includes 
state-of-the-art risk analysis and cargo control systems plus a 
modern server that hosts all data and produces a dashboard of 
statistics to measure performance at every border crossing; 

•	 Cooperation: TIM improves cooperation within the country 
and between the different agencies operating at border crossings 
in the Mesoamerican region.

TIM was initiated through a two million US dollar project, allow-
ing the IDB to design and implement the system at El Amatillo 
border crossing between Honduras and El Salvador. Since then, 
further resources (950,000 dollars) have been provided, allowing 
the project to be implemented at all major border crossings from 
Mexico to Panama. 

TIM in action
First, the carrier logs in to the TIM website and completes the 
Single Transit Declaration (STD). The information found on the 
STD, hosted on a secure server, is forwarded to the three relevant 
authorities of the country of origin, namely Customs, immigra-
tion and health/agriculture. Once the STD has been approved by 
the country of origin, the carrier receives a copy of the STD with 
a barcode that serves as authorization to start the transit. The 
program also sends out a copy to all relevant authorities in the 
transit and final destination countries.

Once the carrier arrives at a border crossing of a transit country, a 
dedicated TIM officer will review the STD and approve continued 
passage. Finally, once the carrier has arrived at the country of final 
destination, the authorities verify that the carrier has followed the 
mandatory route in the allocated time and that the integrity of 
the goods has not been compromised. The goods are then cleared 
barring any irregularities. 

From 62 minutes to 8 minutess
The implementation of TIM has reduced border crossing times 
from an average of 62 minutes to 8 minutes. Operating in nearly 
all border crossings in Mesoamerica, TIM now processes 90% of 
all transit activity in the region.

Graph 1: Number of transit declarations processed in Mesoa-
merica by year

*Data for 2012: 1 Jan - 26 Aug
Source: TIM database - www.portaltim.sieca.int

In addition to reduced waiting and border crossing times, TIM 
also delivers stronger risk analysis, better traceability and pre-
dictability, optimized revenue collection, increased private sector 
competitiveness by reducing the cost of doing business, and a 
reduced environmental footprint from transportation services. 

Lessons learned
The design and implementation of TIM has revealed some good practic-
es, both for the implementing countries and for the executing agencies.

First, real and full political commitment from the highest authori-
ties in every participating country contributes to a friendly envi-
ronment based on mutual trust. Likewise, the executing agency 
must work closely with governments to ensure sustained interest 
and commitment. 

Second, building trust was one of the main challenges faced dur-
ing the execution of this project. TIM is based on the collabora-

Mesoamerica improves international transit controls 
on goods
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tion of three agencies in every participating country that had no 
previous experience in collaborating with one another. A clear 
understanding of everybody’s responsibilities and procedures is 
a good start to build trust.

Third, a strong technical team with specific knowledge of the region 
helps build solid relationships with top government officials and 
instills confidence from government and the executing agency alike.

Fourth, the rationalization of actors, given the number of coun-
tries and agencies involved in regional activities, ensures progress. 
In the case of TIM, multiple agencies with heterogeneous char-
acteristics and mandates created competition and conflict that 
were resolved only by a clear outline of the legal and institutional 
character of the implementation mechanism. Rather than create 
a new regional legal framework for all countries and agencies for 
implementation, an executing mechanism was proposed that did 
not involve changes in national legislation. Despite lengthening 
and to some extent complicating the process, this approach reas-
sured all agencies that participation in the project would not result 
in changes to the status quo through legislative amendments.

Fifth, establishment of a technical committee comprised of sen-
ior officials with decision-making powers from all participating 
agencies, notably Customs, immigration, and health/agriculture, 
ensures coordination and harmonizes execution. Decisions should 
be taken unanimously to ensure ownership by all regional players 
and continued consensus on the direction of the project. 

Last, information technology platforms must be flexible and open 
to modifications and upgrades. Power and speed are essential, but 
more important is the system’s ability to accommodate changes to 

the rapidly changing logistics industry, such as radio frequency 
devices, the Global Positioning System and electronic locks. For 
example, TIM was able to accommodate the shift from classify-
ing goods at the six-digit level to an eight-digit one, following 
its implementation, thereby optimizing traceability and revenue 
collection. IT experts should also be familiar with the specificities 
of a region and design customized programs. In the case of Mesoa-
merica, replicating the European Union transit system – transport 
service providers choose the route that best fits – was not an op-
tion, given that goods in international transit must, by law, follow 
a predetermined route with specific checkpoints, so as to ensure 
security and traceability of goods moving through the Corridor.

Next steps
The results of TIM have been outstanding so far and both the 
clients and the IDB are optimistic that the returns on investment 
for future stages of the project will also be fruitful. TIM will be 
expanded to other South American trade corridors while an up-
dated version is being developed to include multimodal transit 
operations with special emphasis on maritime transit operations. 
These projects are in the pipeline for 2013 and are expected to be 
completed by 2015. 

For further details on TIM, visit the following links:
•	 vimeo.com/26381136 (video produced by BID TV)
•	 www.iadb.org/en/videos/watch,2173.html?videoid=5180 (video 

produced by BID TV)
•	 www.portaltim.sieca.int/sitio/ (official website of the project)

More information
TIM Project Coordinator
iadbasarmiento@gmail.com 
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slovakia unearths smuggling tunnel 

CusTOms and pOliCe officials snagged some 
unusual prey in July this year: a 700 metre 
long secret tunnel that had been dug beneath 
the Slovak-Ukraine border, which officials 
believe was being used several times a week 
to smuggle contraband into Slovakia. “It is 
like a tale from a movie,” Slovakia’s Finance 
Minister, Peter Kažimír, told the press, com-
paring the tunnel to those built by drug car-
tels along the United States-Mexico border. 

13,100 cartons containing 200 cigarettes 
each were found inside the tunnel – a total of 
2,620,000 pieces! With warning labels written 
in English, it is believed that they were not 
destined for the Slovak market. Brands seized 
included Classic Blue, Classic Red, LM Red 
Label and Jin Ling. Produced in Ukraine, near 
the city of Lviv, the cigarettes offered smug-
glers potentially big profits as they would have 
been sold at much higher prices in Western 
Europe than in Slovakia or Ukraine. 

The discovery of the tunnel was made within 
the framework of Tax Cobra, a pilot project 

in Slovakia aimed at enhancing cooperation 
by linking together specialist officials to deal 
with serious tax crime. This team is com-
posed of tax specialists from the Ministry of 
Finance (Financial Administration), investi-
gators from the Ministry of Interior (Police) 
and prosecutors from the Ministry of Justice 
(Prosecutor General’s Office).

Professional operation
Sophisticated mining technology appeared 
to have been used to dig out the tunnel 
which varied in depth between 3 and 6 me-
tres underground and was about 1 meter in 
diameter. It was fitted out with tracks and 
a trolley for transporting goods: the cargo 
was loaded onto a small train consisting of 
16 wagons and a battery-powered engine, 
on which the driver rode. On reaching the 
end of the tunnel, the driver would ring a 
bell as a signal for his partners to open a 
door, which was locked on the outside, ac-
cording to press reports. 

The tunnel started in the cellar of a resi-
dential property in Uzhgorod and exited 
some 200 metres into Slovak territory in 
a timber storage site. Construction prob-
ably began on the Ukrainian side, where 
several houses were recently constructed in 
the same neighbourhood and where trucks 
transporting soil would not have raised 
any suspicions. It was detected by Slovak 
Customs officers who called upon their col-
leagues at the Border and Alien Police to 
intervene as they first thought that the tun-
nel was being used for human trafficking.

Cross-border cooperation
Slovak officials were already on watch fol-
lowing the discovery by Ukraine Customs 
earlier in the year of digging operations that 
they swiftly stopped; although not complet-
ed, there was no doubt that its purpose was 
trafficking. Shortly after the discovery of the 
new tunnel, Ukraine Customs were alerted 
by Slovak officials and immediately initi-
ated a criminal investigation. During the 

inspection of the house in whose basement 
the tunnel started, investigators found items 
and documents that may suggest that it was 
also being used to illegally transport people.

Smugglers also favour river borders
Police achieved similar success on the 
Slovak-Ukraine border in February 2011, 
when they discovered a vessel containing 
13,000 cartons of cigarettes on the River 
Tisa. Smugglers tend to use the Tisa, Uzh 
and Latorica rivers, which all cross the Slo-
vak-Ukraine border. The cartons are often 
hidden in pipes disguised to look like tree 
trunks or covered with floating refuse or 
foliage, relatively common to these rivers.

Since 2007, when Slovakia was admitted to 
the border-free Schengen Area, the rivers 
have been under heightened surveillance, 
including the use of thermal cameras and 
night-vision devices. “The Ukrainian border 
is better secured since Slovakia’s entry into 
Schengen,” said Miroslava Slemenská, Head 
of the Communication Department of the 
Financial Administration, to the press. “Yet 
the pressure on illegal transport of goods, 
particularly cigarettes, is still enormous, as 
smugglers continuously seek any opportu-
nities and holes in the system,” she added. 

Slovakia shares a 97.8 km border with 
Ukraine whose remoteness and deep forests 
mean it is commonly used by criminal syndi-
cates to smuggle drugs, cigarettes and people 
from east to west, into the European Union. 
From 2008 to 2010, around 20 million illicit 

cigarettes were seized annually in Slovakia, 
with the number increasing to 33.4 million 
in 2011. Through Tax Cobra, Slovak Customs 
and its government partners will continue to 
prevent illicit goods from being smuggled into 
the European Union to avoid duties and taxes!

More information
eva.borikova@financnasprava.sk 

Photos: Slovak Customs

“it is like a tale from a movie,” Slovakia’s finance Minister, 
Peter Kažimír, told the press, comparing the tunnel to those 
built by drug cartels along the united States-Mexico border.
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Germany and the problem of “cheap whites”

germany, liKe iTs European neighbours, 
has for some years been plagued with 
a new development in organized ciga-
rette smuggling: the smuggling of what 
is known as “cheap white” cigarettes. 
These are branded cigarettes, produced 
entirely legally by independent producers 
established in various regions of the world 
and while it is, in theory, perfectly legal to 
export them, in practice they fuel interna-
tional smuggling.

A new and unique probleme
Over 30 years, the illicit world tobacco 
trade has become much more diverse in 
Europe. Limited at the outset to the smug-
gling of genuine traditional branded prod-
ucts, it has gradually embraced counterfeit 
products and now cheap whites.

Up to the mid-1990s, it was largely mis-
appropriated genuine products that were 
smuggled. Smugglers obtained them di-
rectly from known manufacturers or 
bought, unknown to those manufacturers, 
goods produced outside normal produc-
tion hours - “nightshift production”. 

More intensive action to combat this trade 
and control measures by industry itself 
changed the situation by making it more 
difficult to obtain supplies of traditional 
branded cigarettes. Smugglers then took 
to producing copies in illegal workshops. 
However, these counterfeit products have 
sometimes been of such bad quality that 
European consumers buying on the black 
market have been put off them.

The appearance of cheap whites in the ear-
ly 2000s offered consumers an alternative 
– cigarettes of relatively good quality but 
less expensive than traditional cigarettes, 
as they are produced in countries where la-
bour is cheap and involve no promotional 
costs. These cigarettes soon gained a lead-
ing place in the tobacco product landscape, 
especially in Germany where they already 
account for 45% of the cigarette market.

Illegal distribution circuits
While it is perfectly legal to export these 
products, there is not really a legal market 
for their sale. Even in their countries of 

origin, it is often impossible to buy them 
legally. They are therefore smuggled via 
more or less the same routes used by smug-
glers of traditional branded cigarettes.

Most cheap whites for the European mar-
ket are produced in former Eastern Bloc 
states. According to Europol, of the 300 
Soviet-era cigarette factories, 50 are still 
operating legally and 250 have moved into 
the production of illegal cigarettes. Many 
of the cigarette factories of the former So-
viet Union, now specializing in the pro-
duction of cheap whites and counterfeit 
products, have been bought up by criminal 
gangs following the fall of the Berlin Wall.

A particularly prolific factory, owned by 
the Baltic Tobacco Factory (BTF), is in 
Kaliningrad. According to German au-
thorities, BTF produced between 600 and 
800 million cigarettes every year, flooding 
the German market with them. The firm 
has also bought up the Chinese brand “Jin 
Ling”, one of the leading cheap white ciga-
rette brands.

Producing a carton of cheap white ciga-
rettes costs around two euro, and that 
carton can be sold to the end consumer 
for between 18 and 20 euro. The difference 
goes straight into the pockets of the street 
trade organizers, keeping organized crime 
flush with money!

The German response
There is no single strategy through which 
this problem can be effectively controlled. 
In Germany, they are continually on the 
look-out, logging new brands and observ-
ing the modus operandi of producers oper-
ating in this market. Any seizure, however 
small, is analyzed in great detail in order to 
identify new smuggling routes and gather 
more information on this illicit trade.

Internationally, cooperation with the 
authorities responsible for combating 
tobacco smuggling is framed by mutual 
administrative and judicial assistance 
agreements. Germany has had some major 
successes as a result of exchanges of infor-
mation not just between European Union 
Member States but also with third coun-

tries. Obtaining support from the authori-
ties of producer countries is nevertheless 
tricky, even impossible, as it is often only 
the sale of the goods abroad that is illegal.

German authorities have also successful-
ly called on the services of the European 
Anti-Fraud Office (OLAF) during inves-
tigations which made it necessary to set 
up intensive international cooperation be-
tween countries with different languages 
and different legal systems.

From illegal to legal
After peaking in 2009, the “Jin Ling” brand 
has become less successful because meas-
ures to combat smuggled “Jin Ling” prod-
ucts have been stepped up and because of 
an increasingly widespread rumour among 
consumers that “Jin Ling” cigarettes are 
produced almost exclusively for smuggling 
purposes. Because these cigarettes are no 
longer perceived as being above-board, 
demand for them has dropped.

Recently, the Netherlands and Spain have 
allowed an application to register the “Jin 
Ling” brand name, giving us an insight 
into its business strategy: the market is 
penetrated illegally and, once customers 
are captive, the firm launches an adminis-
trative regularization process. The fact that 
the brand is now a target for counterfeit-
ers, as various investigations have shown, 
is proof of its success.

More information
Andrea Keilbach     
andrea.keilbach@zka.bfinv.de
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uK strategy to tackle tobacco smuggling

iT has been 12 years since the United Kingdom (UK) launched 
its first strategy to tackle tobacco smuggling. This innovative 
approach was introduced at a time when the illicit market was 
growing rapidly and was predicted to increase substantially if no 
action was taken. The strategy was based on six key components: 

•	 estimating the size of the problem
•	 analyzing the problem
•	 developing operational responses
•	 strengthening controls
•	 establishing clear targets and outcomes 
•	 monitoring performance 

A lot has changed since then and the strategy has been regularly 
adapted and reinforced in response to the constantly changing 
risks, but the above components remain at the heart of the latest 
strategy, published in 2011. 

Estimating the size of the probleme
HM Revenue & Customs (HMRC) estimates the size of the 
problem on an annual basis by calculating the “tax gap”. This is 
the difference between the tax collected and the tax that should 
be collected. Estimates for cigarettes and hand-rolling tobacco 
(HRT) are produced using survey data to assess total consump-
tion, subtracting legitimate consumption, the residual being the 
illicit market. Since 2000, the illicit market for cigarettes has 
reduced from 21% to 10% and from 61% to 46% for HRT.

Analysing the problem
Despite a reduction in the size of the illicit market, the threat 
to UK revenue from smuggling remains high, and the country 
is a major target market for illicit products. Tobacco smuggling 
is fuelled by the vast profits that can be made. As the UK has 
some of the highest tobacco prices in the world, the incentive to 
smuggle is great and the UK is a major target market for illicit 
tobacco products. Tobacco is therefore a top operational priority 
for HMRC and the UK Border Force.

Organized criminal gangs are continually diversifying and find-
ing new ways to circumvent controls to maintain their profits. 
Historically, the illicit market was made up of genuine UK pre-
mium brands of cigarettes and HRT smuggled from European 
countries. Today, it is made up of a diverse mix of genuine and 
counterfeit UK brands, non-UK brands and “illicit whites” (ciga-
rettes manufactured legitimately in one country by independent 
tobacco manufacturers and supplied for the purpose of being 
smuggled into another country).

Smuggling of illicit white cigarettes represents the main threat 
to the UK in terms of large scale criminal attacks against the 
tobacco regime. Smuggling through the postal system is also a 

significant threat particularly for loose tobacco and counterfeit 
packaging.

Developing operational responses
A range of tough sanctions have been introduced to deter and 
punish those involved in the illicit trade. Criminals found guilty 
of smuggling or handling illicit tobacco can face a variety of 
sanctions, including: forfeiture of goods and vehicles used to 
transport illicit goods; prosecution with a custodial sentence 
of up to seven years; seizure of criminal cash and confiscation 
of assets under the Proceeds of Crime Act; assessment for the 
unpaid duty; penalties of up to 100% of the tax evaded; civil ac-
tion including winding-up orders and bankruptcy; fines of up 
to 5,000 pound sterling for selling illicit tobacco not bearing a 
compliant fiscal mark; prohibition on the retail sale of tobacco 
products for up to six months; and travel restrictions on repeat 
tobacco smugglers.

Strengthening controls
Resources: The original strategy was launched with investment 
in additional Customs and Intelligence officers at key entry 
points and overseas, and in a national network of x-ray scanners 
to detect high volume smuggling in freight containers. More re-
cently, extra funding has been invested to strengthen controls in 
the following key areas: expanding HMRC’s overseas intelligence 
network; enhancing HMRC’s criminal investigation capability; 
increasing HMRC’s risk and intelligence capability to meet the 
needs of criminal investigators; and installing new technology 
and increasing the UK Border Force’s capability to detect illicit 
products routed through the main UK postal hub.

Product identification and authentication: A “UK duty paid” 
fiscal mark was introduced to deter and detect smuggled prod-
ucts, and products diverted from the duty free regime. With 
the emergence and increasing risk from counterfeit tobacco 
products, the tobacco industry introduced covert technology to 
enable enforcement officials to authenticate cigarettes and HRT 
using hand-held readers. The technology has been in place since 
2008 and works as an effective deterrent to counterfeit products 
infiltrating the retail sector. 

Cross-border shopping: To counter abuse of the European Un-
ion (EU) cross-border shopping arrangements, the minimum 
indicative levels for travellers from the EU have been reduced 
from 3,200 to 800 cigarettes and from 3kg to 1kg of HRT. 

Inland enforcement activity: HMRC has established a na-
tional network of inland enforcement teams which conduct a 
programme of targeted activity to identify offences connected 
to the storage and distribution of illicit tobacco products and 
provide 24/7 support for criminal investigations. The work is 
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intelligence driven, drawing on and enhancing HMRC’s intelli-
gence capability but also working with partner agencies that have 
a role in tobacco control, particularly the police, local authorities 
and the public health community. A cross government initiative 
called ‘The North of England Tackling Illicit Tobacco for Better 
Health’, launched in July 2009, provides a blueprint for multi-
agency collaboration. It combines enforcement, marketing and 
communications, and stakeholder engagement activity, to raise 
the profile and awareness of illicit tobacco. 

Working with industry: Memoranda of Understanding with 
major tobacco manufacturers have been in place for a number 
of years and are being reviewed to ensure there is a strong, clear 
framework of cooperation for working together to tackle the il-
licit trade. An Anti-Illicit Joint Working Group has been estab-
lished to develop a collective understanding of the illicit trade 
and the effectiveness of countermeasures to tackle the fraud. 
The UK is also a signatory to EU Cooperation Agreements with 
multi-national tobacco manufacturers aimed at collectively tack-
ling the illicit trade.

Supply chain controls: Legislation has been introduced that 
places an obligation on tobacco manufacturers not to facilitate 
smuggling. It requires manufacturers to control their supply 
chains and supply markets in quantities that are commensurate 
with legitimate demand. They can face penalties of up to 5 mil-
lion pounds if they fail to comply with this legislation. 

Protocol to combat the illicit trade: The transnational na-
ture of organized crime and diversification of the illicit market 
highlight the need for a global response. Consequently, the UK 
supports and will be working towards a successful conclusion 
to the World Health Organization negotiations to develop an 

effective international protocol to combat the illicit trade in 
tobacco products. 

Establishing clear targets and outcomes
HMRC’s overall aim is to make life progressively harder for 
smugglers and maintain the downward pressure on the illicit 
market which is measured through the tax gap estimate. A range 
of key output measures are also used to monitor delivery of the 
strategy; these include seizures, prosecutions, confiscation orders 
and penalties. 

Monitoring performance 
The published strategy tracks the progress that has been made 
and the major changes in the composition of the illicit market. 
As the strategy cuts across different parts of HMRC and the UK 
Border Force, comprehensive governance arrangements have 
been established to oversee the co-ordination of activity on a 
tactical level. These are informed by monthly, quarterly and an-
nual performance reports which enable HMRC to continually 
assess and challenge performance, and identify emerging threats.

HMRC is committed to crack down on the illicit trade and rec-
ognizes the strategy must remain dynamic as organized criminal 
gangs have the resources to adapt quickly to controls. Sharing 
experiences and working collaboratively with partner agencies 
in other countries is pivotal to the UK’s success. 

For further details read HMRC’s publication “Tackling Tobacco 
Smuggling – building on our success” and visit the website: www.
illicittobacconorth.org.

More information
www.hmrc.gov.uk   
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south Africa’s preparations to eliminate illicit trade in 
tobacco products

by ndanganeni Coffet lebepe
CuSTOMS COunSellOR, SOuTh afRiCan eMBaSSy, BRuSSelS

To facilitate its preparations, South Africa 
established a national inter-departmental 
Working Group as a mechanism through 
which the country has been working to-
wards implementing the FCTC and en-
suring a coordinated national approach 
to related matters, such as the negotiation 
and implementation of FCTC Protocols.

The Working Group is led by the Depart-
ment of Health and includes officials from 
the National Treasury for the financial 
implications, the Department of Trade 
and Industry to support policy determi-
nation and the South African Revenue 
Service (SARS) to focus on relevant Cus-
toms and Excise activities and controls.

As the frontline agency responsible for 
combating illicit trade, SARS is impacted 
directly by the FCTC and the draft Pro-
tocol. SARS has accordingly incorporated 
tobacco/illicit cigarettes as a focus area in 
both its Strategic Plan for 2012/13-2016/17 
and the newly released SARS Compliance 
Programme.

SARS’s Tobacco Strategy that had been 
developed to combat, inter alia, the illicit 

trade in tobacco products, has also been 
adopted as the agreed approach by the 
country’s inter-departmental Working 
Group to address this challenge.

The draft Protocol requirements on ‘Due 
diligence’ (Article 7) are already in place 
and SARS is the designated authority, also 
acting as an agent for the Health Depart-
ment in administering the Tobacco Prod-
ucts Control Amendment Act.

The principles of the newly established 
SARS Preferred Trader programme, 
which is a foundation for full Authorized 
Economic Operator (AEO) implementa-
tion, are being extended to include excise 
manufacturing licensees. SARS has prior-
itized the tobacco industry to pilot the en-
visaged Excise Preferred Trader scheme. 

On ‘Tracking and tracing’ (Article 8), 
SARS is reviewing the requirements of 
its current system, which involves the 
use of a so-called ‘Diamond Stamp’ to 
identify legitimately manufactured ciga-
rettes. It is being aligned with a digital 
marking and verification system, in or-
der to secure the supply chain against 

South Africa signed the World Health 

Organization’s Framework Convention on Tobacco 

Control (WHO FCTC) on 16 June 2003 and 

subsequently ratified it on 19 April 2005. At the 

national level, this international instrument is 

given effect through the Tobacco Products Control 

Amendment Act 63 of 2008. 

The FCTC reaffirms the right of all people 
to the highest standard of health; hence 
South Africa’s Department of Health is 
considered the lead government agency 
on the FCTC and related matters. FCTC 
Parties may also establish Protocols 
aimed at supporting and giving effect 
to various provisions of the Framework 
Convention. 

After four years of negotiations, on 4 
April 2012 the WHO’s Intergovernmen-
tal Negotiating Body (INB) agreed on the 
draft text of a Protocol to eliminate illicit 
trade in tobacco products, in support of 
Article 15 of the FCTC, at its fifth and 
final session in Geneva. A key feature 
is the role of international cooperation 
between Customs and other law enforce-
ment agencies in combating illicit trade. 

The text will be submitted to the FCTC 
Conference of the Parties (COP) at its 
fifth session in Seoul, Republic of Korea, 
in November 2012 for consideration and 
adoption. Once adopted, the Protocol 
– a new international treaty in itself – 
would become the first Protocol to the 
WHO FCTC.
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MIC customs software saves companies time, energy and money through the automation of customs 
import/export processing across the customs supply chain. The software has already been implemented 
and operationally proven at more than 700 customer sites in over 40 countries on fi ve continents.

MIC specializes in customs software for:
· Multi-Country Import and Export Customs Clearance with Direct Electronic Communication 
 to the National Customs Administrations‘ Systems (Self Clearance)
· Single Authorization for Simplifi ed Procedures (SASP)
· Bonded Warehouse, Inward Processing Relief (Duty Drawback & Suspension),
 Outward Processing Relief, Processing under Customs Control, Free Trade Zone
· Automatic Conversion of Export Data into Import Data – Global Trade Data Chain (GTDC)
· New Computerized Transit System (NCTS)
· Excise Movement Control System (EMCS)
· Intrastat Reporting (for all 27 EU Member Countries)
· Rules based Classifi cation Automation (Global Product Classifi cation)
· Automated Origin Calculation and Supplier Solicitation (70+ FTAs fully supported)
· Sanction List Screening

All MIC products are available as in-house installation or as hosted solution (Software as a Service). 
Get your personal presentation of fi eld-tested customs solutions:

MIC Customs Solutions  |  Austria  |  Tel.: +43 (0)7 32 - 77 84 96  |  sales@mic-cust.com  |  www.mic-cust.com
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illicit trade in tobacco products. This 
systems overhaul will also meet the re-
quirements insofar as ‘Record-keeping’ 
(article 9) is concerned.

The SARS excise environment area will 
adopt a completely paperless principle; 
implementing existing Customs EDI 
and SARS E@syfile front-end solutions. 
SARS has already developed standards 
and concepts in this regard and has en-
gaged service providers to collaborate on 
a possible solution.

Meeting the requirements around ‘Se-
curity and preventive measures’ (Arti-
cle 10) will be achieved through the new 
Automated Cargo Management system 
(ACM) and the envisaged transit man-
agement system, which will serve to 
greatly minimize risk on an automated 
basis, supported by Customs and Excise 
legislation.

These systems will also support imple-
mentation of the South African Financial 
Intelligence Centre Act, 2001 in order to 
maintain an effective policy and compli-
ance framework and operational capacity 
to oversee compliance and provide high 
quality, financial intelligence to fight 
crime, money laundering and terrorist 
financing. 

Although there are existing transit con-
trols, the new ACM and transit manage-
ment system will also strengthen SARS’s 
capability to meet the requirements estab-
lished for ‘Free Zones and international 
transit’ (Article 12).

Stringent requirements are also in place in 
South Africa with regard to ‘Duty-free sales’ 
(Article 13), with such sales being permitted 
only for transit (in bond) or for export, through 
duty-free shops on exit and ship chandlers.

The main objective of the Protocol is to pro-
vide a global solution to the global problem 
of illicit trade in tobacco products. SARS is 
confident that coordinated efforts among 
relevant agencies in South Africa have en-
sured its timely preparedness for the imple-
mentation of the Protocol. 

More information
LebepeN@dirco.gov.za

SaRS’s Tobacco Strategy that had been developed to 
combat, inter alia, the illicit trade in tobacco products, has 
also been adopted as the agreed approach by the country’s 
inter-departmental Working Group to address this challenge.
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revitalizing trade
us Centers of Excellence and Expertise signal 
sweeping changes 

The TradiTiOnal meThOd of processing imports was being ove-
rhauled in favour of a new structure that would facilitate legi-
timate trade and at the same time enable CBP to concentrate 
its enforcement efforts on potential threats to national security 
and economic competitiveness. How and why these Centers 
came about and their value to the country has been a subject 
that has generated much interest.

The idea for the Centers of Excellence and Expertise was one 
of several suggestions proposed to CBP in a 2009 paper writ-
ten by the congressionally mandated Advisory Committee 
on Commercial Operations of Customs and Border Protec-
tion (COAC). Most of the paper’s suggestions centered on a 
“management by account” concept, which viewed companies 
as accounts rather than on a transaction by transaction basis 
where each shipment is reviewed separately. The trade com-
munity believed that the account-managed process would 
help products enter the country more quickly and that there 
would be more predictability on when merchandise would be 
on store shelves. 

A CBP workgroup was formed to review the suggestions. 
Their first recommendation to CBP’s Commissioner was to 
create industry-specific Centers that would take a broader 

After much anticipation, two new 

industry centres, known as the Centers 

of Excellence and Expertise, made 

their debut last autumn at US Customs 

and Border Protection (CBP). The new 

Centers, one for the pharmaceutical 

industry and the other for electronics, 

signaled a fundamental shift in how CBP 

works with the trade community. 

by Marcy Mason
MaRCy MaSOn iS a WRiTeR WhO COveRS TRaDe fOR uS CuSTOMS anD 

BORDeR PROTeCTiOn.
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look at an entire industry to facilitate 
trade and increase the uniformity of 
CBP’s practices at US ports nationwide. 
Then-Commissioner Alan D. Bersin de-
cided to run a test pilot for the Centers. 
At the same time, he also wanted to con-
duct a separate account executive pilot 
that would focus on building relation-
ships with companies that had a good 
compliance history with the agency and 
participated in CBP’s trusted partner-
ship programmes.

“If we realize that we know enough about 
trusted partner companies, we don’t need 
to examine them time and time again. We 
can find an alternative method of pro-
cessing their merchandise,” said Leon 
Hayward, CBP Assistant Director for 
Trade Operations in New York City, who 
headed the account executive pilot.

Choosing the right industries
Before launching the pilots, specific in-
dustries needed to be chosen. Four in-
dustries – pharmaceuticals, electronics, 
petroleum, and automotive – were con-
sidered. “These industries were importing 
large quantities of high value goods, and 
they had a high percentage of importers 
that were already partnering with CBP,” 
said Anne Maricich, CBP Assistant Di-
rector for Trade Operations in Los An-
geles, who managed the Centers of Excel-
lence and Expertise pilot. 

For the industry center, pharmaceuticals 
were selected. “There were a couple of 
reasons,” said Maricich. “It gave us the 
opportunity to work very closely with 
government partners because pharma-
ceuticals are highly regulated by other 
agencies. The Food and Drug Admin-
istration (FDA) is not the only one that 

regulates pharmaceuticals. There’s also 
the Drug Enforcement Administra-
tion (DEA), and the US Department of 
Agriculture (USDA) which regulates 
pharmaceuticals that contain animal 
byproducts.” The other reason was to 
heighten CBP’s focus on counterfeiting 
and intellectual property issues. “There 
is a growing problem with counterfeit 
pharmaceuticals,” explained Maricich, 
“and we wanted to increase our enforce-
ment efforts.”

On the account executive side, electron-
ics were chosen. “It’s an industry sector 
where we have a lot of US-born ingenu-
ity and technology,” said Hayward. “It 
represents the future for US industry. 
That’s where innovation takes place. We 
see products that nobody dreamt of two 
years ago all of sudden becoming what 
everyone has to have on his or her desk.”

Pilot goals
After the pilots launched on 1 November 
2010, Maricich and her team identified 
goals for the Centers, establishing three. 
The first was to develop agency knowledge 
and expertise concerning a specific indus-
try. The second was to facilitate shipments 
for trusted partners, and the third was to 
develop quality enforcement operations 
that enabled CBP to go after high-risk 
companies or importers that the agency 
knew little, if anything, about.

Although CBP already had some subject 
matter expertise on pharmaceuticals, it 
was scattered throughout the agency. 
“We have small pockets of knowledge 
here and there within the agency, which 
the center is pulling together,” said Ma-
ricich. “For example, we have national 
account managers who have worked with 
companies such as Pfizer, Eli Lilly, and 
Merck for years who have a very good 
sense of what these companies are im-
porting, how compliant they are, and 
some of the challenges and issues they 
face,” she said. “We also have national 
import specialists who are focused on 
providing classification rulings that im-
pact the rate of duty. This is an industry 
where every year we have new products. 
The national import specialists work 
with companies to identify what the 
proper classification is.” 

The center also provided an opportunity 
for CBP to learn from industry. During 
the pilot, CBP and its partner agencies 
met with 22 of the largest pharmaceuti-
cal importers for a two-day workshop. 
The companies explained their business 
processes so that the agencies could un-
derstand why certain business decisions 
are made. They also shared how they in-
teract with the FDA, what goes into de-
veloping and approving pharmaceuticals 
and why the companies make decisions 
about developing generics after patents 
expire.

“It was a real eye opener,” said Maricich. 
“I was kind of naive to all of the research 
that goes into the development of new 
drugs. I didn’t realize that from the time 
a new drug is researched until it’s avail-
able to consumers takes an average of 10 
years.”

“We have small pockets of 
knowledge here and there 
within the agency, which the 
center is pulling together”
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“These are also products that are prone 
to theft. Even if someone doesn’t know 
what’s in a container, it may be targeted. 
So we never want our shipments sitting 
around a port. We always want to get 
them cleared as quickly as possible to 
have them under our own controls and 
in our warehouses.” 

Delays add extra costs to the products. 
“Anything that’s going to increase the 
company’s costs could potentially in-
crease the finished product cost,” said 
Hoeger. “So whether that’s a warehouse 
storage cost or a product that’s destroyed, 
ultimately those expenses get worked 
back into the cost of the product.”

Information exchange
The pilot also helped CBP learn more 
about partner agencies such as the FDA. 
“It helped us tremendously to understand 
the FDA perspective and what they are 
looking for,” said Maricich. 

As part of the pilot, which was based in 
Long Beach, California, a field investiga-
tor from the FDA’s Los Angeles import 
operations office was assigned to work 
with the Center for 90 days. “He was 
able to access the FDA’s network and ex-
change information on drug shipments 
with the Center of Excellence and Ex-
pertise staff,” said Dan Solis, Director 
of Import Operations at the FDA’s Los 
Angeles district office. In return, the 
Center’s staff was able to provide infor-
mation that had been transmitted from 
CBP’s automated targeting system on 
incoming shipments.

“We discovered that some of the informa-
tion submitted to CBP wasn’t matching 
information provided to FDA – names of 
firms, addresses, information submitted 
by the Customs broker,” said Solis. “We 

were able to pinpoint shipments that were 
part of smuggling activities.” Working to-
gether at the centre also helped facilitate 
the ‘business process review’ between 
agencies. “With legitimate trade, we were 
able to expedite our reviews much faster,” 
said Solis. 

While working on the pilot’s goal of 
improving the facilitation of legitimate 
trade, the Center found that the bulk 
of pharmaceutical imports were being 
shipped by companies that belonged to 
CBP’s trusted partnership programmes 
and were known entities. The com-
panies were members of the Customs 
Trade Partnership Against Terrorism 
(C-TPAT) which focuses on the security 
of importers’ supply chains, and the Im-
porter Self-Assessment Program (ISA) 
which ensures that importers have in-
ternal controls in place for revenue pur-
poses.

“We did some r isk segmentat ion 
analysis where we took the universe 
of pharmaceutical imports and found 
that during the 2010 fiscal year, of the 
nearly 73 billion US dollars worth of 
pharmaceuticals that were imported, 
90% of the value of those imports was 
brought in by just 2% of the pharma-
ceutical firms,” said Maricich. “That 
2% was made up of companies that are 
members of CBP’s partnership pro-
grammes and that meant that we didn’t 
have to focus our efforts on them,” she 
said. “We know a lot about these com-
panies. They’re not f ly by night. They’re 
all well-established, and if we have 
questions, the companies will be able 
to provide answers.”

Instead, Maricich and her team concen-
trated on the 10% of the pharmaceutical 
shipments that were being brought in by 
unknown importers that CBP did not 
know much about. But as they soon dis-
covered, they could not move legitimate 
trade through the process as quickly as 
they had hoped. “We found we had a lot 
of things in the system that were caus-

Right timing
Maricich also realized that the time to 
stop shipments to question them is in ad-
vance, not after commercial quantities 
of new drugs have been produced and 
companies are importing them to stock 
retailers’ shelves. “It’s taken 10 years 
to get to the point where a new drug is 

ready to go on the market, so wouldn’t it 
be great if CBP and all other government 
agencies could ensure that before these 
drugs are mass-produced and brought 
across our borders in commercial quan-
tities that we have all of our questions 
answered? We have ample time to work 
with these corporations to ensure that 
everything is going to be fine when a 
shipment crosses the border. They don’t 
need more hold-ups.”

The predictability of when products 
enter the marketplace was another im-
portant point that was communicated. 
“When we hold cargo, the companies 
never know for how long or when they’ll 
receive their goods,” said Maricich. “We 
can’t promise when products are going to 
be released and available to get to mar-
ket, but we can minimize those kinds of 
interruptions.” 

For the pharmaceutical companies, 
predictable delivery of shipments is 
critical. “The quicker we can move our 
products through the border into our 
warehouses, the quicker those products 
are in the market,” said Suzanne Hoe-
ger, Abbot’s Director of Global Trade 
Compliance and Policy. “A lot of times 
we’re shipping ‘cold chain products’ 
that need to be kept under certain tem-
perature storage conditions. The goods 
have to be delivered within a certain 
window; otherwise, they’re lost. We ba-
sically have to destroy them,” she said. 

“We know a lot about these companies. They’re not fly by 
night. They’re all well-established, and if we have questions, 
the companies will be able to provide answers.”
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ing us to continue to look at our trusted 
partners,” said Maricich, who explained, 
for example, that DEA and USDA require 
that a specific form be presented for cer-
tain shipments.

“If an importer is bringing in a drug 
that’s considered to be a narcotic, such 
as sleep medication, then the company 
needs a specific form that has been ap-
proved by DEA to bring the medica-
tion into the country,” said Maricich. 
“But if it’s a known importer that ships 
the medication into the US on a regu-
lar, recurring basis, it got us thinking 
– isn’t there a better way? Every time 
the company ships their sleep medi-
cation into the country we’re looking 
for a piece of paper, a form,” she said. 
“If we don’t have the form in hand, 
the cargo sits. So we started conversa-
tions with both DEA and USDA about 

looking for a better alternative for our 
trusted partners with regular, recur-
ring commercial shipments to facilitate 
the process.” 

Enhanced enforcement
As part of the pilot’s enforcement goal, a 
two-day “blitz” or sting operation called 
Operation Pharma CEE was held in 
March 2011 at an international mail facil-
ity in Los Angeles. Prior to the blitz, CBP 
and other government agencies includ-
ing the FDA, DEA, and US Immigration 
and Customs Enforcement (ICE) received 
training from three of the major pharma-
ceutical companies – Pfizer, Merck and 
Eli Lilly. 

“We worked very closely with the com-
panies’ brand security managers to un-
derstand what a legitimate supply chain 
looks like so that we could identify things 

that fell out of the norm,” explained Ma-
ricich. “They gave us very specific train-
ing about their products and how to iden-
tify the authentic ones from fakes.” The 
pharmaceutical security managers were 
onsite during the blitz, but they were not 
privy to seeing the CBP’s examination 
processes. As suspect pharmaceuticals 
were pulled, CBP worked with the brand 
security managers to confirm that the 
products were actually counterfeit.

“We were able to get immediate determi-
nations,” said Maricich. “Typically, we 
send suspect packages to the lab and it 
takes several days to get results. But with 
the pharmaceutical companies there, we 
were more effective. “It was a huge suc-
cess,” she said. “We ended up with 34 
seizures in just two days. We had sev-
eral criminal investigations and three 
arrests.”
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The value of the blitz was more far-reach-
ing. “Through Operation Pharma CEE we 
actually got a glimpse into the security 
divisions of three major pharmaceutical 
companies,” said the FDA’s Solis. “There’s 
a lot of detail behind some of their ad-
vancements in technology. For example, 
the meaning behind their lot numbering 
systems – only the companies themselves 
would be able to define why they have lot 
numbering sequences the way they do,” 
he said. “By educating field officers on 
what to look for and why, it helps us to 
identify whether shipments are counter-
feit or not.”

One of the tools introduced to the agen-
cies was a ramen spectrometer, a port-
able hand-held device that can scien-
tifically analyse the chemical content 
of medication in a matter of minutes. 
“It’s non-destructive and in some cases, 

it can actually analyse a tablet without 
even opening blister packaging,” said 
Brian Donnelly, Pfizer’s Global Security 
Director for the Americas region, who is 
a registered pharmacist and retired FBI 
special agent. “We started using the ra-
men spectrometer about three years ago. 
We were looking at it as a technique for 
field use.” 

Counterfeit intentions
According to Donnelly, participating 
in the blitz and sharing subject matter 
expertise with the centre helps com-
municate the dangers associated with 
counterfeiting. “When someone chang-
es an ingredient to make a product 
cheaper, he or she doesn’t really care 
about health and safety. Counterfeit 
manufacturers, distributors, and sell-
ers want the product to pass inspection. 
That’s their number one concern,” said 
Donnelly, who gave examples of coun-
terfeiters using automobile paint to col-
our tablets and wallboard or sheetrock 
to hold pills together. ”We don’t want 
anyone to get hurt with something that 
they think is a product of ours and it’s 
not,” he said.

Donnelly noted that in terms of coun-
terfeiting, Viagra is a big problem for 
Pfizer. “It’s one of the drugs that is 
counterfeit the most of all our prod-
ucts,” he said. “Men don’t want to talk to 
their doctors about erectile dysfunction, 
so they go online and buy medications 
without a prescription and get them 
through the mail.” However, as Donnel-
ly shared with the agencies participat-
ing in the blitz, “Pfizer doesn’t generally 
ship product into the US using express 
mail service.” Therefore, he cautioned, 
products sent through an international 
mail facility or express courier hub “are 
highly suspect.” 

FDA data shows that 40% of the drug 
products in the US market are manufac-
tured in foreign countries and that 80% 
of their active pharmaceutical ingredi-
ents come from sources outside of the 
country as well. “The advent of the in-
ternet has made purchasing counterfeit 
and unapproved drugs from fake online 
pharmacy stores readily available to na-
ive consumers,” said Solis.

Moving forward
With the success of both the industry 
Center and account executive pilots, 
the decision was made to permanently 
establish Centers of Excellence and 
Expertise for a variety of different 
industries. Initially, CBP opened two 
centres, one for the pharmaceutical 
industry and the other for electron-
ics. Future Centers will open after the 
first two are fully functioning and have 
worked through operational issues. The 
account executive function was folded 
into the industry centers, which have 
now become a single point of process-
ing for businesses that participate in 
CBP’s trusted shipper partnership 
programmes. With time, this might 

expand to include all businesses within 
an industry sector. 

The location of the Centers f lip-f lopped 
since the pilot days. The pharmaceutical 
Center is now based in New York City 
near the headquarters of 16 of the 22 
largest pharmaceutical importers. The 
electronics industry Center was moved 
to the West Coast to Los Angeles, near 
the country’s hotbed for electronics in-
novation. The staffing, which is a mix 
of disciplines, is spread nationwide. “We 
are really working to embrace a virtual 
environment because we couldn’t move 
everyone to Los Angeles or New York,” 

“We needed to change the way we were doing things in 
order to keep up with the quantity of shipments and all the 
new security requirements”
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said Maricich. “But at the same time, we wanted to take ad-
vantage of the expertise that we have and can lend to our 
teams.”

Validating the concepts
For CBP, the change will revolutionize the way the agency 
does business with the trade community. “It’s a huge change 
in practice for CBP,” said Maricich. “We’ve typically oper-
ated at ports of entry where locally import specialists have 
reviewed entries and made decisions as to whether the goods 
are classified properly rather than at a centralized location, 
and we need to see if it makes sense to do that.” Other as-
pects such as testing the computer system also need to be 
done. “We’re validating that the system can handle the type 
of volume it would take for an entire industry without a lot 
of hiccups,” said Maricich.

But even if the concept of the Centers of Excellence and Ex-
pertise is still being fine-tuned, many agree that change was 
necessary. “We needed to change the way we were doing things 
in order to keep up with the quantity of shipments and all the 
new security requirements,” said Hayward. “Our job at the 
agency has mushroomed and the staff has not, so we have to 
come up with innovative ways to be able to continue to meet 
those responsibilities.” 

The industry centres have the potential to answer that need. 
Because the processing of shipments is shifting to a central-
ized location, the Centers of Excellence and Expertise will 
help in two ways, according to Hayward. “First, the centres 
will enable CBP to better facilitate cargo because uniform 
decisions will be made. Second, the centres will reduce re-
petitive enquires,” he said. For example, in the past, if an 
importer shipped goods through 10 different ports of entry, 
it wasn’t coordinated. “The company might receive requests 
for information from 10 different ports and need to respond 
10 different times,” said Hayward. “And quite frankly, we 
could only hope that each of those 10 ports would make the 
same decision.” 

For the trade community, the benefits of facilitation are even 
more fundamental. ”With an agency as large as CBP, finding 
the right person or group to answer a question can sometimes 
be a challenge,” said Hoeger. “Now we have a hotline at the 
centre and call just one number. Either someone with the ex-
pertise is right there to answer or that person will track down 
the information and call us back.”

More information 
www.cbp.gov             
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Global security: the 
dilemma posed by dual-use 
goods in the Customs tariff 

related technology to unauthorized non-
state organizations or people. 

Until then, such controls were essentially 
applied by a limited number of indus-
trialized countries – grouped around 
different export control regimes – that 
compile and update lists of items to 
control, and prepare implementation 
guidelines. For example, the Nuclear 
Supplier’s Group (NSG) currently com-
prises 46 countries which exchange in-
formation and agree on which transfers 
of items should be controlled because 
they may significantly contribute to the 
manufacture of nuclear weapons. Most 

of these goods are dual-use equipment 
or material also used in civilian indus-
tries. Other regimes exist, which deal 
separately with dual-use goods related 
to other WMD.

Today, however, formerly rare and sen-
sitive technology is more common and 
accessible to many States, companies 
and individuals. At the same time, mod-
ern international supply routes include 
many countries which can become tran-
sit or transhipment points for this trade. 
UNSCR 1540, the multiplication of UN 
sanctions and embargoes, and generally 
speaking, the need to facilitate trade by 

Customs officers around the world are 
used to implementing a broad range of 
controls, and increasingly, security-relat-
ed controls. Of these, controls of dual-use 
commodities may be some of the most dif-
ficult to understand and apply. After the 
terrorist attacks of 11 September 2001, a 
number of international initiatives were 
taken to improve the security of interna-
tional movements of goods and persons. 
Amongst them, United Nations Security 
Council Resolution 1540 (UNSCR 1540) 
makes it obligatory for UN member States 
to put in place an export and transit con-
trol system to prevent the dissemination 
of weapons of mass destruction (WMD)-

The same steel that can be used to manufacture 
missiles can be used to manufacture golf clubs 
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Example of NSG controls on certain cameras that can be used 
in nuclear weapons experiments (a. and b.) and nuclear instal-
lations (c.), as they appear in EU General European Dual Use 
Regulation 428/2009.

6A203 Cameras and components, other than those specified in 
6A003, as follows:

a.  Mechanical rotating mirror cameras, as follows, and specially 
designed components therefore:
1.  Framing cameras with recording rates greater than 225 000 

frames per second;
2.  Streak cameras with writing speeds greater than 0,5 mm 

per microsecond;

Note: In 6A203.a. Components of such cameras include their 
synchronizing electronics units and rotor assemblies consisting 
of turbines, mirrors and bearings.

b.  Electronic streak cameras, electronic framing cameras, tubes 
and devices, as follows:
1. Electronic streak cameras capable of 50 ns or less time 
resolution;
2.  Streak tubes for cameras specified in 6A203.b.1.;

3.  Electronic (or electronically shuttered) framing cameras 
capable of 50 ns or less frame exposure time;

4.  Framing tubes and solid-state imaging devices for use with 
cameras specified in 6A203.b.3., as follows:
a.  Proximity focused image intensifier tubes having the 

photocathode deposited on a transparent conductive 
coating to decrease photocathode sheet resistance;

b.  Gate silicon intensifier target (SIT) videcon tubes, where 
a fast system allows gating the photoelectrons from the 
photocathode before they impinge on the SIT plate;

c.  Kerr or Pockels cell electro-optical shuttering;
d.  Other framing tubes and solid-state imaging devices 

having a fast-image gating time of less than 50 ns spe-
cially designed for cameras specified in 6A203.b.3.;

c.  Radiation-hardened TV cameras, or lenses therefore, specially 
designed or rated as radiation hardened to withstand a total 
radiation dose greater than 50 × 103 Gy(silicon) (5 × 106 rad 
(silicon)) without operational degradation.

Technical Note: The term Gy(silicon) refers to the energy in Joules 
per kilogram absorbed by an unshielded silicon sample when ex-
posed to ionising radiation.

building confidence around converging 
global security views, has made export 
control a relevant topic for the global 
Customs community.

For convenience, this article uses the com-
mon term “export control” to cover regu-
lations and any activities relating to the 
control of movements of strategic goods, 
especially dual-use commodities.

Implementing export control
UNSCR 1540 does not indicate specifi-
cally how to implement export control and 
does not adopt any specific list from one 
or other existing export control regime. 
However, it is fair to say that today many 
countries try to follow guidelines and item 
lists from established regimes, even if they 
are not members of them. 

Export control is essentially about put-
ting State authorities in control of trans-

fers of listed strategic items and related 
technologies through a licensing process. 
Detection of chemical, biological, radio-
logical and nuclear (CBRN) material at 
borders by radiation portal monitors, 
scanners and other detectors is relatively 
well known by many Customs services, 
but amounts to only part of it. Many con-
trolled items are dual-use industrial and 
scientific equipment or material defined 
by technical specifications which are to 
be found in technical documents rather 
than on detector screens. 

A good overview is provided by the Eu-
ropean Union (EU) in Annex I of the 

General European Dual Use Regula-
tion 428/2009 which lists together items 
from the four main international export 
control regimes and serves as a model 
for many countries. It includes 1,687 
items, from raw metal alloys to machine 
tools, and from chemicals to communi-
cation technologies. Export control may 
also include the enforcement of inter-
national embargoes and sanctions, the 
control of explosive precursors, of mili-
tary equipment, and generally speaking 
of any trade a country wishes to con-
trol for strategic security reasons. An 
example of controlled item can be seen 
in Fig.1.

fig.1

Many controlled items are dual-use industrial and 
scientific equipment or material defined by technical 
specifications which are to be found in technical 
documents rather than on detector screens.
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The Georgian case 

Like many other countries, Georgia shaped its export control laws based on the 
European Union model, including its annexed control lists. On the government 
web portal designed for the import-export community (www.rs.ge), a list of items 
requiring an export permit is available. However, the list is not a list of controlled 
items but rather a list of relevant tariff codes which can easily be understood by 
operators and customs. The result is that at first sight, the user might think that, 
for example, all aluminum alloy tubes and pipes (Georgian tariff code 7608.20) 
are subject to export control. This of course is not the case and is illustrative of 
the difficulty that arises when the tariff code is used to describe dual use goods.

Customs’ role 
Although many guidelines and practices 
are shared internationally, implemen-
tation remains strictly in the hands of 
State authorities. Export licensing sys-
tems include many different State actors 
– for example, Foreign Affairs, Intel-
ligence, Defence, Industry and Trade, 
Customs and regulatory bodies, such as 
Atomic Energy Commissions. Customs 
is only one stakeholder in the process, 
and in many countries, not a central 
one. But in the end, Customs is generally 
although not always, the main enforce-
ment agency involved at the border.

Concretely, Customs services around 
the world face many common challenges 
when implementing export control. One 
of them, and not the smallest, is that 
definitions of export control lists do not 
correspond to tariff categories used by 
Customs. This is all the more important 
given that controlling exports is to a large 
extent about controlling the legality of 
commercial shipments, and not just de-
tecting smuggled commodities. This dif-
ficulty is also heavily felt by the private 
sector which builds compliance practices 
around proper tariff classification. The 
case of Georgia is a good illustration of 
these difficulties (see fig.2).

Use of the Customs tariff in export 
control 
A better adapted tariff would be useful for 
export control in different ways:

•	 National Customs tarif fs deriving 
from the international Harmonized 
System (HS) could be useful to facili-
tate the identification of controlled 
commodities by Customs services, by 
private operators, and by other legal 
bodies. Not being able to use the tar-
iff and work processes built around 
it, means that companies as well as 
Customs must establish special paral-
lel systems and expertise to deal with 
strategic commodities. This generates 
not only additional costs, but also sig-
nificant shortcomings in the imple-
mentation of export control regula-
tions. It may also create unnecessary 
legal difficulties for enforcement and 
prosecutions. 

•	 The Customs tariff is also the basis for 
many international trade statistics. 
Both Customs and bodies establishing 
control lists constantly seek a good bal-
ance between effective controls and trade 
facilitation. The volume of trade of a par-
ticular commodity is an important pa-
rameter in understanding the economic 

impact and the administrative cost 
of establishing export control obliga-
tions. Unfortunately, the trade statistics 
that could be used for that purpose are 
mostly based on Customs tariff codes. 

•	 Finally, many Customs risk analysis, 
profiling and other anti-fraud tech-
niques use HS categories in one way or 
another. The non-correspondence be-
tween Customs tariff and control lists 
means that these techniques cannot be 
directly applied to export control.

For all these reasons, many people in the 
export control community keep trying to 
bridge the gap between the two categori-
zation systems, but never to the extent of 
reviewing international guidelines on con-
trol lists and the definition, structure and 
Explanatory Notes of HS codes.

The square peg and the round hole
This exercise remains very challenging 
because neither of them takes the other 
into account. Export control lists are de-
fined independently from Customs tariff 
codes, by groups of countries and experts 
which do not always include Customs. 
At the regimes level and at the national 
level, technical experts, lawyers, diplo-
mats and other non-proliferation experts 
gather regularly to establish and update 
control lists and guidelines with the aim 
of establishing controls that can be real-
istically implemented without impeding 
legitimate trade. 

It is important to understand that lists are 
not absolute technical references. They are 
the result of a compromise between dif-
ferent technical experts, but also between 
different economic interests and global se-
curity concerns, and between countries 
which do not necessarily share the same 
views on these questions. Control lists 
generally do not take into account Cus-
toms tariff categories. Conversely, with 
few exceptions like nuclear reactors or 
some nuclear material, Customs tariffs 
generally do not take into account control 
list definitions. 

fig.2 

export control lists are defined independently from 
Customs tariff codes, by groups of countries and experts 
which do not always include Customs. 
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Explore the ways that modern information and 
communications technology can lead to 
exciting possibilities for a whole-of-government 
approach at the border

A three day conference focusing on exploring the role of 
information technology in border management

Simultaneous interpretation: 
Arabic, English, French, and if sufficient demand, 
Russian and/or Spanish

EFFECTIVE SOLUTIONS FOR COORDINATED BORDER MANAGEMENT

2013 WCO IT Conference & Exhibition

ATLANTIS, THE PALM, DUBAI, UNITED ARAB EMIRATES
14 TO 16 MAY 2013

Join us for in-depth discussions on 
effective solutions for Coordinated Border 
Management (CBM), by exploring the 
ways that modern information and 
communications technology can lead to 
exciting possibilities for a 
whole-of-government approach.

Over three days leading representatives 
from Customs, Border Regulatory 
Agencies, the IT broader business 
community, governmental and trade 

organizations and others involved in the 
international trade arena, will gather in 
Dubai to share views on greater 
efficiencies over managing trade and 
travel flows, while maintaining a balance 
with compliance requirements.
Governments need to explore more 
effective solutions to border management, 
in particular, to those opportunities offered 
by modern ICT solutions.

A parallel exhibition will offer the latest IT 
solutions plus quality networking and 
marketing opportunities for participants 
and vendors alike.

...we look forward to seeing you in Dubai.

CORPORATE EVENT SPONSORSHOSTED BY

FOR MORE INFORMATION AND TO REGISTER PLEASE GO TO: http://www.wcoomd.org/event.htm                                FOR ENQUIRIES: WCOIT2013@WCOOMD.ORG 

The approaches to defining categories in 
both systems bear some similarities. They 
both take into account the commodity’s 
function, physical/chemical/radiological 
properties, technical capability, physical 
composition, and form or manufacturing 
process. In rare instances, for examples 
some chemicals, definitions in the two 
systems may be compatible. Sometimes, 
one classification would be more precise 
than the other. But in many cases, cat-
egories are just defined differently, with 
different parameters or different ways to 
measure them. Also, different technical 
vocabularies are used. 

To take a relatively simple example, nu-
clear grade graphite is defined in control 

lists by a high density and a high pu-
rity (low level of boron), while Customs 
tariffs focus on the function (electrical 
or non-electrical use) or on the mate-
rial origin (natural or artificial). Some 
definitions in control lists include very 
complex technical specifications (and 
exemptions) extending to several pages, 
much more than in the Customs tariff. 
The problem is obvious at the interna-
tional HS level (6 digit categories). But it 
often persists at more detailed national 
levels of categorization, because in many 
cases, the matter is not just about creat-
ing more precise subcategories in the HS. 

Additionally, an export licence may 
be issued for one controlled item but 

cover many shipments using different 
tariff codes. To add to the confusion, 
both categorization systems include 
categories for complex items, as well as 
for each of their specific components. 
The authorized export of a chemical or 
nuclear plant is likely to involve many 
shipments, and the use of many differ-
ent tariff codes. It is impossible to men-
tion every specific case, but all in all, one 
specific controlled item may be found 
under many tariff codes and conversely, 
one tariff code might include many more 
items than controlled ones (see Fig. 3). 
The fact that various attempts to connect 
controlled items with tariff codes lead 
to diverging results, shows how complex 
the task is.
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Possible correlations between controlled items from the EU Dual Use Regulation and HS categories: nuclear related dual use 
cameras for example

One controlled item can be categorized in different HS codes…

…but one HS category can include many controlled and uncontrolled items

6a203 Cameras 
and components, 
other than those 
specified in 6a003, 
as follows:
….. (from eu 
regulation, See 
fig.1)

8525.80  Television cameras, digital cameras and video camera 
recorders

8540.20  Television Camera Tubes; image Converters and intensifiers; 
Photo-cathode Tubes

9002.90  “other” …. optical elements, of any material, mounted, being 
parts of or fittings for instruments or apparatus…

9027.80  “other” 90.27 …instruments and apparatus for measuring or 
checking viscosity, porosity, expansion, surface tension …

9027.90 Microtomes, parts and accessories (of 9027)

0B002. g.  uf6 mass spectrometers/ion sources specially designed or 
prepared for …

2B352.g.  Chambers designed for aerosol challenge testing with 
“microorganisms”, viruses or “toxins”…

0B005  Plant specially designed for the fabrication of “nuclear reactor” fuel 
elements…

3a233  Mass spectrometers, other than those specified in 0B002.g., capable 
of measuring ions of 230 atomic mass units …

1a004. c. nuclear, biological and chemical (nBC) detection systems…

6a003  Cameras, systems or equipment, and components therefor, as 
follows: ...

1a004. d.  electronic equipment designed for automatically detecting or 
identifying the presence of “explosives” residues …

6a102  Radiation hardened “detectors”, other than those specified in 
6a002, ...

1B115.  equipment, other than that specified in 1B002 or 1B102, for the 
production of propellant….

6a203  Cameras and components, other than those specified in 6a003, as 
follows: ...

9B106 environmental chambers and anechoic chambers, as follows: ...

Share of relevant trade in the category

fig.3

46

PoInt oF vIEw

9027.80 “other” 
90.27 …instruments 
and apparatus 
for measuring or 
checking viscosity, 
porosity, expansion, 
surface tension … 



Proposals for improvements
Improvements in the correlation between 
control lists and tariff codes are possible. 
The square peg can be a bit rounded and 
the round hole a bit squared, to a certain 
extent. 

At the international level
Much could be done in international re-
gimes to bring control lists closer to HS 
codes, or at least incorporate better Cus-
toms operational considerations. This will 
come with the realization by other export 
control stakeholders, that Customs’ work 
is complex and has specific constraints and 
requirements which must be taken into ac-
count upstream in the definitions of lists 
and guidelines. 

On the Customs side, HS codes are not eas-
ily revisable. Streamlining HS codes with 
control lists will be a significant challenge, 
foremost because of the process. To start 
with, control lists are still not universal - 
WCO Members may not all share the same 
views on export control and control lists. 
Contracting Parties to the HS Convention 
would need to agree on which item from 
which international or national list can be 
taken into account. Lists are also not per-
manent – the Nuclear Suppliers Group du-
al-use list, for example, has been updated 
eight times since 1992, with items added or 
removed, and technical specifications also 
changed. The pace of control lists and HS 
updates would need to be aligned in one 
way or another. 

International and national discussions 
around control lists are already compli-
cated. Mixing them with HS specific issues 
will certainly not be simple! But at least 
Explanatory Notes for potentially relevant 
HS categories could be revisited to facili-
tate export control enforcement by Cus-
toms and compliance by the international 
trade community. They could, for example, 
say whether a HS category might include 
controlled items, and provide some indica-
tion of other information that should be 
taken into account when making a clas-
sification determination

At the national level 
It is difficult to substantially change na-
tional control lists, because they are largely 

embedded in international processes and 
guidelines. But on the tariff side, coun-
tries add subcategories to the six-digit HS 
code and additional explanatory notes to 
these subcategories. This offers a certain 
level of flexibility to get somewhat closer 
to a match between the two classification 
systems. 

Customs and export control officials 
should also keep exploring the correla-
tion between control lists and existing tar-
iff numbers, not only at a normative level 
(i.e. in which tariff category a commodity 
should be legally categorized), but also at a 
practical level (i.e. which tariff category is 
used in practice by the industry, and which 
tariff code might be misused by operators 
to avoid controls). 

In the current framework, even at the 
national level, many controlled items 
will not be perfectly matched with tariff 
codes. However, for Customs as for the 
private sector, being able to identify from 
explicit tariff documentation that a spe-
cific controlled item should be classified 
in one tariff code only or knowing that an 
item declared under one tariff code has 
a 30 or 50% chance of being a controlled 
one, would be a big improvement. Dif-
ferent countries and organizations have 
tried to develop such correlation tables 
between the two systems and should share 
this valuable experience with the rest of 
the Customs community. Nonetheless, a 
lot of work remains to be done, based on 
a serious study of industry practices and 
fraud patterns.

Aside from refining the tariff itself, Cus-
toms and the export control community 
must explore and exchange best practices 
on risk indicators that are useable by Cus-
toms. This includes combining possibly 
relevant tariff codes with other categories 
of information available from shipping 
and Customs documents. This can only 

be achieved through close cooperation 
between countries and between govern-
ment agencies.

It is important to note here that today, 
companies involved in international trade 
need to become trusted partners with re-
spect to the global supply chain. For that, 
they are in any case, increasingly expected 
to go beyond the strict implementation of 
regulations, export procedures and tariff 
classification rules and get to know their 
clients, their products and how these prod-
ucts can be misused. This approach is even 
more present in export control policies, 
but Customs has also imbedded similar 
concepts through the WCO SAFE Frame-
work of Standards to secure and facilitate 
global trade.

Essential role of the WCO
The WCO has a key role to play in this. It is 
in a unique position to adapt international 
tools like the HS Explanatory Notes, if not 
HS categories themselves, and to promote 
exchanges around national best practices, 
to help harmonize national approaches, as 
well as act as a much needed interface at 
the international level between the Cus-
toms community and the non-prolifera-
tion community.

Improving the tools available to Customs 
to enforce export control, like more ap-
propriate tariff classification, will not only 
improve the efficacy of controls, it will also 
enhance the contribution of Customs and 
the private sector to global security and 
non-proliferation.

More information
renaud.chatelus@gmail.com 

Different countries and organizations have tried to develop 
such correlation tables between the two systems and 
should share this valuable experience with the rest of the 
Customs community.
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Egyptian Customs  
Authority

Vision
•	 Reinforcing economic growth in Egypt 

by increasing the competitiveness of na-
tional industries and the private sector. 

•	 Achieving equilibrium between inter-
national trade facilitation and accurate 
control and protection.

Strategic objectives 
•	 Providing a comprehensive Customs ser-

vice through the development of a system 
that will enable trade facilitation and ef-
fective Customs control to be achieved. 

•	 Ensuring equal tax treatment through 
efficient revenue collection.

•	 Establishing a transparent and credible 
partnership between the Egyptian Cus-
toms Authority (ECA) and the business 
and trade community, with the purpose 
of achieving trade compliance. 

•	 Developing human resources through 
capacity building, training and the de-
sign of an organizational structure that 
supports effective decision-making and 
takes global best practices and standards 
into account.

•	 Continuous review of legislation to en-
sure that it fulfills the requirements of the 
ECA’s changing environment, and sug-
gesting amendments to the law subject to 
appropriate action by concerned bodies.

•	 Preparing the ECA to accommodate new 
economic and Customs changes, and 
providing the necessary infrastructure.

International cooperation
Egypt has been a Member of the WCO since 
1956. The ECA is keen to interact with the 
WCO and other international organiza-
tions with a view to ensuring that expe-
riences and best practices are transferred 
to Customs. In line with the WCO’s pro-
motion of partnerships with all economic 

operators and international organizations, 
the ECA has played an active part in many 
events that encourage cooperation, such 
as the WCO International Customs Day 
and the United Nations International Day 
against Drug Abuse and Illicit Trafficking.

Capacity building
The National Customs Training Institute 
(NCTI), accredited by the WCO as a Re-
gional Training Centre (RTC) for the Mid-
dle East and North Africa (MENA) region 
since 2006, presents various training cours-
es in terms of the training plan adopted by 
regional Customs administrations. Courses 
cover technical subjects, computers and the 
English language among others, and in-
clude seminars on different areas of inter-
est. In order to enhance the administrative 
skills of Customs employees and develop 
new managerial skills for the future, the 
ECA has provided about 500 grants to em-
ployees to study Masters degrees. 

Egyptian Customs reform
Modern Customs Centres (MCAs): As part 
of the ECA’s decision to implement a com-
prehensive Customs reform plan, MCAs to 
replace traditional Customs complexes were 
established with the following aims: to pro-
vide equal, unified treatment to stakehold-
ers at all Customs locations; to reduce release 
times to no more than one day; to provide an 
appropriate work environment for Customs 
employees, as well as stakeholders; to ensure 
electronic links with other Customs offices 
and departments; and to serve as a ‘one-stop 
shop’ for Customs and other border agencies 
at the same location in order to save time and 
effort for Customs’ stakeholders.

New organizational structure: Based on the 
ECA’s strategic objectives that enable Cus-
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toms to play its new role in trade facilitation 
and build trust with the trade community, a 
new organizational structure was developed 
according to international best practices. 
The new structure includes a number of new 
functions contained in the WCO Customs in 
the 21st Century strategy, such as Customs-
trade partnerships, post clearance audit, risk 
management, performance planning and 
measurement, and strategic planning.

Website and web-based services: The ECA 
launched its website in September 2004 – 
available in Arabic and English. It includes 
useful information and documents for stake-
holders and visitors alike, with all procedures, 
decrees, international conventions and 
regulations published online. In May 2005, 
the ECA began providing online Customs 
services, including the lodging of Customs 
declarations, the lodging of manifest data, en-
quiries about tariff headings and central bank 
exchange rates, and other enquiries using the 
available database on the Customs website.

Account Management Service (AMS): This 
service was implemented in May 2005 and 
targets a number of importers that were 
selected, based on a set of criteria among 
which is that their importations exceed 5 
million US dollars annually and that they 
do not commit any smuggling offences 
or infringe Customs law. Importers enjoy 
many benefits under this service, including 
the release of consignments in less than 24 
hours. The service ensures the compliance 
of trusted importers through a set of trans-
parent processes that include risk manage-
ment and post clearance audit. 

Risk management (RM): The ECA applies 
RM to its Customs controls, directed at a 
certain percentage of imports and exports. 
A RM General Directorate has been estab-
lished using the ECA’s own IT system, with 
the role of RM clearly defined by Customs 
law. Nevertheless, the ECA seeks to release 
more than 95% of imports via its ‘green’ 
channel; 60% being the average.

Post clearance audit (PCA): The ECA es-
tablished a PCA Directorate to verify that 
data and documents submitted upon release 
are accurate. It comprises employees well-
trained in the latest scientific and technical 
PCA procedures, in cooperation with the 
European Commission – 74 officers at-
tended an 18 month course as a first step 
towards the implementation of interna-
tional standards.

X-ray scanners: The ECA has started using 
x-ray devices for inspecting imported goods 
as they enable the contents of containers to 
be inspected without the need to open them 
or deal with packages in the traditional 
manual way. Customs now has 34 x-ray ma-
chines of different types at Egyptian ports.

Pre-arrival processing: This system was in-
troduced to encourage Customs’ stakehold-
ers to start release procedures for imported 
goods before arrival at Egypt’s ports. The 
processing of documents is finalized prior to 
the arrival of goods, and upon arrival goods 
are released in the appropriate ‘red or green’ 
channel, as decided by the system.

Deferred payment of Customs duties: An 
importer who removes his goods and final-
izes release procedures within three days 
of the date of arrival of a vessel is granted 
this facility – goods are released and pay-
ment of Customs duties and taxes are de-
ferred for 30 days from the date of release. 
The importer has to present a financial 
guarantee to cover the deferred payment 
of Customs duties. The system has led to 
the rapid removal of goods from ports and 
has accordingly reduced transaction costs. 
Advantages of the system include: encour-
aging importers’ voluntary compliance in 
ensuring revenue collection; a high inven-
tory turnover which provides support to 
small enterprises; and an increase in the 
speed and volume of foreign trade. In the 
future, the system will be applied to taxes 
as well, under the new facilitation measures 
for Customs’ stakeholders.

Performance measurement (PM): The 
ECA started to apply a new PM system us-
ing a number of measures and indicators 
adopted by other countries: release time 
(monthly average); number of smuggling 
cases; abandoned goods (monthly average); 
release time for shipments released under 
specific regimes (monthly average); num-
ber of employees compared to Customs 
revenue/declarations; number of appeals 
referred for arbitration; and the volume of 
shipments.

Customs reform outcomes and effect on 
release times 
In March 2003 the average Customs re-
lease time for commodities in Egyptian 
Ports was 22 days. This was reduced to less 
than six days in October 2006 according 
to the World Bank. ECA studies in March 
2007 showed that steady progress was be-
ing made as the average release time was 
now four days, with release times at MCAs 
down to two hours. Doing Business 2008, 
an annual publication by the World Bank 
and the International Finance Corporation 
(IFC), lists Egypt as the top reformer for 
2006/2007, showing improvements in five 
of the ten areas studied.

General Information
Director General
Mr. Mohamed El-Salhawy

Official address 
Egyptian Customs Authority
Ministry of Finance 
Imtedad Ramsis
Cairo, Egypt

Total Staff 
18,000

General contact point
Tel. +202 342 2014 
Email: info@customs.gov.eg

More information
www.customs.gov.eg
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Gillian A. Milovanovic was ap-
pointed Chair of the Kimberley 
Process in January 2012, the first 
woman to hold this position. Since 
joining the US State Department in 
1978, she has held various positions 
at home and at US diplomatic mis-
sions abroad, most recently as Am-
bassador to Mali (2008-2011) and 
Ambassador to the Former Yugoslav 
Republic of Macedonia (2005-2008). 
Ambassador Milovanovic holds a 
Bachelor of Arts degree (University 
of Pennsylvania), a Masters in Jour-
nalism (Temple University) and a 
Masters in Public Administration 
(Ecole Nationale d’Administration). 
She speaks French, Italian, Serbian 
and Macedonian, as well as some 
Spanish and Swedish.

In the 1990s, civil wars in Angola, Cote 
d ’Ivoire, the Democratic Republic of 
Congo, Liberia, Rwanda and Sierra Le-
one spilled across borders and garnered 
worldwide attention. Early in the decade, 
a number of activists focused attention on 
how the market for natural resources fi-
nanced war; providing funds to hire mer-
cenaries and soldiers, and buy weapons.

In a series of reports by Global Witness in 
1998 and 1999, this non-governmental or-
ganization (NGO) put oil companies and 
banks on notice for their culpability in fa-
cilitating the ongoing conflict in Angola. 
Ian Smillie of Partnership Africa Cana-
da released a report in 2000 that linked 
diamonds to bloodshed in Sierra Leone. 
“Conflict diamonds” entered the political 
discourse shortly afterwards, propelled 
in part by highly effective campaigns 
by advocacy organizations that targeted 
consumer sentiment by re-labeling them 
“blood diamonds”.

The United Nations (UN) General As-
sembly responded by unanimously pass-
ing a resolution condemning the role of 
diamonds in financing conf lict. It de-
fines conf lict diamonds as “diamonds 
that originate from areas controlled by 
forces or factions opposed to legitimate 

“Customs and other law enforcement agencies are not 
always provided with adequate or appropriate resources 
to address the particular characteristics of diamond 
smuggling” 

and internationally recognized govern-
ments, and are used to fund military ac-
tion in opposition to those governments 
or in contravention of the decisions of the 
Security Council”. The General Assembly 
also called for the development of policies 
that would prevent the sale of rough dia-
monds from financing conf lict. 

Spurred to action, in 2000 the South Af-
rican government hosted the first UN-
sponsored negotiations among industry 
representatives, Southern African dia-
mond producing states and civil society 
organizations in Kimberley, South Africa. 
By the end of the year, the UN General 
Assembly had adopted a resolution sup-
porting the establishment of a diamond 
certification system. Negotiations over 
the next two years concluded with an 
agreement to establish the Kimberley 
Process Certif ication Scheme (KPCS), 
which built upon industry proposals to 
implement export and import restrictions 
by States.

Launched in 2003, the KPCS requires 
traders to present certificates of origin. 
It also imposes trade controls, a ban on 
trade with countries not signatories to the 
Kimberley Process (KP) and the publica-
tion of statistics on diamond production 
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Basic elements of the Kimberley Process Certification Scheme

•		Each	participating	government	undertakes	to	maintain	internal	controls	over	rough	
diamonds. For producers this means establishing an audit trail between mines and 
the point of export; for others, it means maintaining a chain of warranties between 
the point of import and either the cutting factory or the point of re-export.

•		Each	participant	agrees	that	a	Kimberley	Certificate	will	accompany	each	export;	
certificates, to be designed and issued by each participating country, have certain 
common features and must also contain adequate security features. All international 
shipments of diamonds must be made in tamper-proof packages.

•		No	participant	will	permit	the	import	of	rough	diamonds	unless	accompanied	
by a KP certificate from another participant. Penalties are provided in the case of 
breaches.

•		Each	parcel	received	will	be	acknowledged	by	the	importing	authority	to	the	ex-
porting authority.

•		Each	participant	must	submit	quarterly	trade	statistics	and	semi-annual	production	
statistics within 60 days of the reference period. A centrally-maintained statistical 
website allows participants and observers to compare and verify exports from one 
country with imports into another.
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and trade. The KP now has 76 countries 
as members, including all major coun-
tries producing, trading and processing 
diamonds.

The system was praised for fostering a 
huge growth in legitimate trade in dia-
monds which indicated a reduction in the 
illicit exports that had been at the heart 
of the conf lict diamond problem. How-
ever, concerns have been raised about the 
KPCS, some stating that weak controls 
and enforcement in major trading and 
manufacturing centres are undermining 
the effectiveness of the KP and allowing 
“conf lict” and illicit diamonds to enter 
legitimate trade. 

Diamonds by their very nature present 
tremendous challenges to governments 
who wish to ensure that the extraction 
and trade in this natural resource con-
tributes to national and local economic 
development. Being a small, high value 
commodity they are easily smuggled by 
those who seek to avoid the formal mar-
ket. As diamonds are easy to transport 
and market, those involved in illicit trade 
easily evade controls at national borders. 

With the aim of raising awareness among 
the Customs community, WCO News 
asked the new Chairperson of the Kim-
berley Process, Ambassador Gillian A. 
Milovanovic of the United States, to shed 
some light on the diamond trade and its 
“dark” side. 

What are the statistics available on the dia-
mond trade? 
The US Census Bureau, which is the Chair of 
the Working Group on Statistics, has made 
available to the public detailed statistics on 
the KP at https://kimberleyprocessstatistics.
org. Final statistics for 2011 have just been 
posted, and they show that in the last calen-
dar year approximately 14 billion US dol-
lars of rough diamonds were mined and 52 

billion US dollars of diamonds were traded 
among KP participants. 

Diamond experts estimate that conflict dia-
monds now represent a fraction of 1% of the 
international trade in diamonds, compared 
to estimates of up to 15% in the 1990s. 
Smuggling is still and will likely always be 
a worldwide problem, as it is in many other 
industries. We have seen specific problems 
in a number of areas, but have particular 
concerns regarding non-participant coun-
tries which border KP participants. These 
countries do not have internal controls de-
signed to achieve the same level of oversight 
and control of the rough diamond trade as 
those of KP participants. 

What are the main fraud and smuggling 
mechanisms? 
Participants have reported on a variety of 
smuggling mechanisms. These include: 

airline passengers smuggling diamonds in 
clothing, baggage, and even themselves; us-
ing fake certificates for shipments; labelling 
rough diamonds as ‘jewellery’; and manip-
ulating import and export documents. It is 
likely that we are aware of only a fraction 
of the fraud mechanisms. However, better 
cooperation from industry sources at all 
levels will increase our knowledge and en-
forcement capacity. Customs and other law 
enforcement officials must continue their 
cross-border cooperation to identify sus-
picious activities in order to interdict the 
actors undermining legitimate trade.

What are the challenges involved in com-
bating fraudulent trading practices?
One challenge stems from non-participant 
countries which border KP participants. 
Another challenge is that many countries 
lack the capacity necessary to deal compre-
hensively with the smuggling threat. For 
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example, porous, inadequately patrolled 
borders are a challenge even to the United 
States. 

Additionally, Customs and other law en-
forcement agencies are not always provid-
ed with adequate or appropriate resources 
to address the particular characteristics 
of diamond smuggling given that the total 
value of diamonds traded is small com-
pared to many other commodities. Dia-
monds, however, pose special challenges 
because they are small, very valuable, and 
can be moved in unique ways. 

More consistent implementation of exist-
ing bilateral and multilateral agreements 
on judicial assistance, together with 
deeper cooperation between Customs and 
other law enforcement agencies in vari-
ous countries, would assist in ensuring 
prosecutions are successful where war-
ranted and add to the cost of doing illicit 
business. 

An issue of increasing prominence too 
is revenue transparency. Following the 
money more closely will help ascertain 
whether fraud is occurring. While this 
issue is beyond the scope of the KP and 
not exclusive to diamonds, the KP is 
well-placed to be a forum for identify-
ing, developing and committing to best 
practices on broader financial transpar-
ency and related development issues, in 

order to benefit producers, the industry, 
citizens in the countries concerned, and 
consumers around the world.

What are the best and most practical 
next steps to strengthen enforcement 
measures and how can the WCO and 
Customs administrations support this 
process?
It is useful to note at the outset that all of 
these measures are as much about pro-
tecting and facilitating legitimate trade 
as they are about catching criminals. 
Millions of people around the world earn 
their living from this resource, and the 
KP seeks to improve enforcement as a way 
of protecting the work that they do. With 
this in mind, a key step to strengthening 
enforcement and protecting legitimate 
trade is to improve communication and 
develop regular habits of dialogue and 
exchange of information with industry. 

Since establishing a formal relationship 
in 2010, the KP has enjoyed an excellent 
working partnership with the WCO. We 
have exchanged information and attend-
ed each other’s meetings. This is a good 
start on which we need to build, seeking 
to expand and entrench the sharing of in-
formation between KP participants and 
observers, the WCO, and specific Cus-
toms authorities. Indeed strengthening 
enforcement is one of the priorities of the 
US KP Chairmanship this year.

At the most practical level, there is a need 
to identify which Customs or other au-
thorities are the appropriate recipients of 
KP information, provide this information 
to KP participants and observers, and en-
courage reporting to these authorities on 
suspicious shipments. More accurate and 
timely information direct from those at 
the heart of the trade would enable Cus-
toms officials to take appropriate steps in 
real-time. 

Among the initiatives being pursued by 
the US KP Chair is the development of a 
living document intended to be a com-
prehensive list of all companies engaged 
in smuggling and other illegal activities 
around the world that undermine KP 
implementation. Such a resource would 
enable the KP and Customs authorities 
to identify ‘red f lags’ more effectively. 
Together we need to come up with an ef-
fective plan to curb illegal trading over 
the internet too.

To achieve progress on these goals, we 
need to encourage the participation of 
Customs and other law enforcement of-
ficials from all KP participant countries 
at the KP Enforcement Conference this 
November in Washington DC.

More information
www.kimberleyprocess.com

© Jezper- Fotolia.com
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Wu Hailong is the Ambassador of 
the People’s Republic of China to 
the European Union, a position 
he assumed in 2012. Prior to his 
appointment, he was the Assistant 
Minister of Foreign Affairs respon-
sible for international organiza-
tions and conferences, as well as 
arms control. With over 30 years 
service in China’s Ministry of 
Foreign Affairs both at home and 
abroad, he is a highly experienced 
diplomat with extensive knowl-
edge in arms control and interna-
tional nuclear issues. Ambassador 
Wu is a graduate of Beijing Foreign 
Studies University.

inTernaTiOnal Trade is a vital part of the 
Chinese economy, evidenced by China’s 
remarkable success story on how trade 
can be used to promote growth and fast-
track an economy in leaps and bounds. In 
an interview with WCO News, China’s 
Ambassador to the European Union, H.E. 
Wu Hailong, provides us with his perspec-
tive on trade facilitation, as well as China’s 
programmes to facilitate global trade and 
promote regional integration.

How would you evaluate the state of play 
in international trade today, with trade 
facilitation talks stalled at the WTO and 
more and more regional integration tak-
ing place across the globe? 
In the 21st Century, economic globaliza-
tion remains the main theme for world 
economic development, and profound 
changes have taken place with regard to 
the size and pattern of international trade. 
Trade facilitation is an important agenda 
for the Doha Round negotiations, the fun-
damental goal of which is to achieve no-
table improvement in trade transparency 
and to simplify trading procedures.

The result of the Doha Round will have a 
far-reaching impact on the administration 
of Customs authorities around the world. 
Due to international political influences, 
the Doha Round negotiations have become 
deadlocked. Nevertheless, I do not think that 
the talks have failed completely. Through-
out history, we have experienced protracted 
talks in almost all multilateral trading ne-
gotiations. I hope that in the future, we will 
be able to achieve positive, reasonable, and 
balanced results for the Doha Round.

With China having benefitted over the 
last two decades from remarkable eco-
nomic and trade growth, how much of 
this boom can be directly tied to the re-
form and modernization of China Cus-
toms?
Over the last two decades, thanks to the 
continued commitment to modernization 
and reform, China Customs has adapted 
itself well to the complicated and chang-
ing import and export environment, and 
has made important contributions to the 

“In the 21st Century, economic globalization remains  
the main theme for world economic development”

growth of the Chinese economy. Efforts 
have been made in four major aspects set 
out below:

First, we have introduced a new manage-
ment concept, accelerated the reform of 
clearance supervision, and improved trade 
facilitation. Since the reforms, China Cus-
toms has been working towards the goal 
of establishing a modern Customs system 
that fits with the Chinese market economy. 
In order to promote trade facilitation, we 
have effectively upgraded our management 
model through a host of reform measures, 
including Customs clearance reform and 
risk management capacity building.

On the basis of effective risk management, we 
have introduced the system of “red and green 
channels” that has greatly reduced clearance 
time for travellers and facilitated international 
business movement. Using targeted manage-
ment, we have divided businesses into differ-
ent categories. Steady efforts have been made 
to provide faster clearance services to busi-
nesses with a good record. According to sta-
tistics, in 2011, the average waiting time for an 
export clearance was 1.5 hours. Just over 99% 
of goods are now released within 24 hours. The 
waiting time for an import clearance averages 
17.9 hours, with 64% of goods being released 
within 24 hours. This improved efficiency has 
saved import and export companies nearly 80 
billion Chinese Yuan (approximately 12.6 bil-
lion US dollars) in costs.

In order to grow an open economy in the 
central and western part of China, Cus-
toms has also introduced a practice which 
allows the declaration to be filed in the 
place of product origin for port clearance. 
This practice has ensured that companies 
in other parts of China can enjoy the same 
convenience as coastal cities; helping these 
companies to save both time and costs.

Second, we have optimized the manage-
ment of the manufacturing business, 
which has spearheaded the growth of 
China’s foreign trade. The manufactur-
ing sector plays an important role in pro-
moting China’s exports and imports and 
in attracting foreign investment. As the 
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regulatory authority for the manufactur-
ing business, China Customs has helped to 
enhance regional planning and mapping 
of manufacturing companies, and used 
policy tools to encourage the establish-
ment of regional clusters of manufactur-
ing bases in the central and western part of 
China. These measures have enabled us to 
gradually establish a bonded supervision 
system that both suits China’s national 
conditions and facilitates business growth.

Third, we have introduced advanced tech-
nologies to accelerate clearance speed. 
China Customs is among the first gov-
ernment agencies that employed infor-
mation technology. Since 1988, Customs 
has developed three clearance operating 
systems, namely H883, H2000, and H2010. 
It has also developed information process-
ing systems for fast clearance, facilitated 
clearance, and paperless clearance. Today, 
Customs has fully integrated e-Adminis-
tration, e-Customs and e-Port systems, 
significantly reducing the time and cost 
for Customs clearance.

Fourth, we have strengthened internation-
al cooperation and drawn best practices 
from abroad. China Customs has been 
very active in international cooperation 
and in taking on board experiences from 
other countries. It has worked closely with 
the WCO in the drafting and implementa-
tion of rules related to global trade secu-
rity and facilitation. At the bilateral level, 
China Customs has carried out effective 
cooperation with other countries in joint 
supervision, mutual recognition of inspec-

tion results and Authorized Economic 
Operator (AEO) mutual recognition, mak-
ing a positive contribution to the Chinese 
economy and global trade facilitation.

What is the strategy of China Customs 
towards improving the regulatory 
knowledge of small and medium-sized 
enterprises involved in cross-border 
trade, given the role they can play in 
growing an economy?
China Customs attaches great importance 
to supporting small and medium-sized 
enterprises (SMEs) to grow international 
business. Efforts have also been made to 
help them develop better knowledge of 
and stronger respect for laws and regula-
tions. We have lowered the threshold for 
AA category businesses to allow more 
SMEs the benefit of AA management so 
that they can enjoy relevant facilitation 
measures.

We have moved forward with the reform 
of categorized clearance too, the purpose 
of which is to provide qualified SMEs with 
fast clearance. For instance, AA category 
SMEs enjoy advanced declaration, batch 
declaration, and clearance by appoint-
ment. In addition, Customs has put lots 
of effort into promoting public awareness 
of Customs laws and regulations by help-
ing SMEs develop standardized internal 
management regimes and encouraging 
qualified companies to apply for AA or 
A category management approval. In a 
phased manner, China Customs has made 
trade facilitation measures available to an 
increasing number of SMEs.

Can you give us an insight into the role 
China plays in terms of regional integra-
tion and the type of cooperation China 
Customs has developed with neighbour-
ing countries?
China Customs always attaches high im-
portance to exchanges and cooperation 
with neighbouring countries and actively 
participates in and facilitates regional in-
tegration. In 2007, the Customs authorities 
of China, Japan and the Republic of Korea 
established a leadership meeting mecha-
nism to serve as a coordination and co-
operation platform for regional Customs 
affairs among the three parties.

In addition, China Customs has also estab-
lished a cooperation committee with Rus-
sian Customs to carry out practical coopera-
tion in clearance supervision, trade statistics 
and law enforcement, playing an important 
role in growing China-Russia trade. Mutual 
assistance and cooperation agreements with 
the governments or Customs authorities of 
Kazakhstan, Mongolia and other neigh-
bouring countries have also be signed.

The Framework Agreement on Compre-
hensive Economic Co-operation between 
the Association of Southeast Asian Na-
tions (ASEAN) and China, which took ef-
fect in 2002, marked Customs cooperation 
between China and ASEAN countries. 
The two sides have established the Chi-
na-ASEAN Customs Level Consultation 
Mechanism and the Experts Committee 
Consultation Mechanism, identified pri-
ority areas for cooperation and concluded 
negotiations on the rules of origin for the 
China-ASEAN free trade area.

In the same year, China Customs contin-
ued to expand its cooperation under the 
framework of the Central Asia Regional 
Economic Cooperation (CAREC). After 
several years of efforts, the initiative has 

already grown from initial friendly 
exchange into substantive practical 
cooperation with capacity building 

initiatives and seven cooperation 
projects, including the simplifica-
tion and coordination of Customs 

documents and procedures, 
and the development of su-

pervision stations and 
facilities for border-
ing ports.
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Calendar of Events
November 

5 - 9 Permanent Technical Committee, 197th/198th Sessions
12 - 13 EastWest Institute Worldwide Security Conference
14 - 15 WCO Conference on Strategic Trade Controls Enforcement
14 - 16 Revised Kyoto Convention Management Committee, 11th Meeting
19 - 23 Harmonized System Review Sub-Committee, 44th Session
21 - 23 UNODC-WCO Container Control Programme Annual Meeting, 6th Meeting (Panama)

December 
2 - 5 Private Sector Consultative Group
3 - 5 Policy Commission, 68th Session, Kyoto (Japan)

10 - 12 Working Group on Commercial Fraud, 8th Meeting

2013  January 
7 - 10 Scientific Sub-Committee, 28th Session

22 - 23 Technical Committee on Rules of Origin, 31st Session
26 International Customs Day (official reception on 28 January)

28 - 29 Global RILO Meeting, 15th Meeting
30 - 31 CEN Management Team, 12th Meeting

February 
11 - 13 Data Model Project Team
14 - 15 Information Management Sub-Committee, 64th Meeting
19 - 20 Audit Committee, 7th Meeting
21 - 22 Regional Offices for Capacity Building /Regional Training Centres, 8th Meeting 
25 - 27 Capacity Building Committee, 4th Session

28 - 1/3 Integrity Sub-Committee, 12th Session
28 - 1/3 Harmonized System Committee, Working Party

March 
4 - 15 Harmonized System Committee, 51st Session

11 - 15 Data Model Project Team
18 - 22 Enforcement Committee, 32nd Session
18 - 22 Permanent Technical Committee, 199th/200th Sessions
25 - 26 ATA/Istanbul Administrative Committee

April 
8 - 11 Finance Committee, 94th Session

8 - 9 Administrative Committee for the Customs Convention on Containers, 1972, 14th Meeting
8 - 9 Private Sector Consultative Group

9 SAFE Members Only Meeting
10 - 12 SAFE Working Group, 11th Meeting
15 - 19 Technical Committee on Customs Valuation, 36th Session
24 - 26 Seventh Global Congress on Combating Counterfeiting and Piracy, Istanbul (Turkey)

It should be noted that WCO meetings are mentioned for information purposes and are not all open to the public. 
Unless otherwise indicated, all meetings are held in Brussels. Please note that these dates are indicative only and may 
be subject to change. The WCO meetings schedule is regularly updated on the WCO Members’ website, under the 
“Information for delegates” section, and on the WCO public website – www.wcoomd.org – under the “Events” section.
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